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PROCEEDI NGS

MR. KYLE: Good afternoon. M name is Mark Kyl e.
I am Under Secretary of State and Chair of the Voting
Systens Procedure Panel. W'I|l get started now. Thank you
very much for waiting. Sorry for the short delay and
wel come to all of you who are here who don't have to be and
to those who do want to be.

| believe we have two agenda itens.

Let me just nmeke an announcenent that we have one
position on the Panel that we would normally have one ot her
person if |I'm not m staken.

John Gutierrez who several weeks ago was naned
InterimDirector of the DW so our congratul ati ons and
synpathy to John in his new position. | don't envy him but
I know it's a challenge and he's certainly the right person
to take on the task but we |ose himand consequently we
don't have himfor today and we're working on replacing him
but we have enough to go forward with today and nake an
i nforned decision | believe.

We have two agenda items, if | can find my agenda.
The first is on Hart Intercivic and the review of an eSlate
el ectronic voting system System 3, and then ol d business,
the carryover fromlast nonth's nmeeting regarding the
Di ebol d El ection Systenms and the systemthat was under

review at that tine.
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So why don't we go ahead and get started on the
Hart Intercivic and if | could have the staff report please.

| have a nunber of comrents up here for later so
will find out if these are relative to Hart or to both.

So staff, if you please, go ahead and make your

report

MS. MEHLHAFF: Absol utely.

The first itemon the agenda is Hart Intercivic's
eSlate Voting System 3.0. As you know, this -- an earlier

version of this was approved in March 2002 for use in
California elections. This is essentially a nodification to
that previously certified system They did add one
addi ti onal conponent to this that you have not seen before
which is called Rally. So | will go through and |lay out the
nodi fications. Mst of themare fairly nminor fixes they
found throughout the process or additional reporting
functions that sonme of their custonmers had asked for

The systemis conprised of BOSS, which is their
Ball ot Origination Software System Tally -- Rally is their
new conmponent. Ballot Now servo, the eSlate firmvare and
the JBC firmvare. 1'Ill kind of go through these one by one

The Ball ot Origination Software System that
essentially enables the user, which would be the county
el ection official, to define and think about styles. This

system allows for the creation of the paper ballot system
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for absentees as well as electronic systens for the eSlate
DRE devi ce.

The changes to the BOSS system for this particul ar
version are in front of you today. They did sone changes to
kind of fix some of the aspects of the nmultilanguage. They
had some issues with their original reports with some of
foreign | anguage characters wapping to the next Iine and so
they made sone fixes on those for the inport-export
functions.

The nost significant thing that they did in this
current version -- the systemthat was before you previously
di d support foreign | anguage capabilities but the way in
whi ch that happened as sone of you may renenber is the
county would input the infornmation and then export it out
and the vendor would have to assist themin the translations
and getting that reprogrammed back in and those characters
and they' ve advanced that function to give the county
el ection official the control over the translation. So the
counties can put their information in, they can basically
put it into a separate database, transport that to their
transl ation service or services, and then inport that
information back in and it gives the county the capability
that if they do find msspelling, they can automatically fix
it without having to export the entire file out as they

woul d have had to have done in the previous situation. So
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it gives the county -- if they have translation services in
house, they can translate it themselves. It gives themthe
full capability with the nmultiple |anguage capabilities that
they do have with English now so they just enhance their

dat abase structure essentially for that.

This did sone nodifications on their ball ot
previ ew screens so that when the election official is
creating the ballot, they can actually pull up what certain
ball ot type would look Iike and they can print that, so sone
user interfaces in terms of the county user useability.

They did sone California rotation. They did a
separate file to allow for our California rotation that's
actually included on their entire systemnow. So it's
included with other states as well. They don't have to use
it, but it's specific to California.

In terns of the Precinct Voting System which is
the eSlate which is actual voting unit and al so the Judge's
Booth Controller which is the device that sits on the pole
wor ker's desk that they control and they give the voter
their access number that they then input into the DRE. So
those are the two conponents that reside at the precinct,
the JBC and the eSlate.

Essentially they didn't really nmake a | ot of
changes to those two i ssues or those two conponents. They

made sonme changes in terms of the text that cones up on the
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JBC to instruct the polling place workers.

They did a built-in printer nodification but
essentially there's not a |ot of changes with that as you'l
see in the staff report. The hardware and firmvare was
basically untouched in this nodification.

The Tally is actually the vote tabul ation
software. That's what actually accepts the results and
tabul ates early voting and el ection day votes including
absentee. Tally resides at the central |ocation at the
County Registrar's Ofice.

The maj or changes with that, they changed sone of
standard reporting fornms and the interfaces associated with
that. They did offer the capability this tinme to kind of do
sonme di fferent custonized printing reports. The vendor has
established a suite of reports that the user can use, the
county election official can generate. They also gave him
the capability on this to -- it's essentially a Crysta
report if you're familiar with that, but they can actually
pi ck and choose fields and generate a custom zed report if
they wanted to. |If soneone called and said, hey, we want to
know, you know, "X " "Y' and "Z," they could essentially
create that customreport after they're done with the
process. So the vendor did add that functionality, kind of
as a response to some of their custoner requests.

Ball ot Now is the absentee system |It's actually
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t he paper ballot that the jurisdiction can print and uses it
with a scanner.

They did some mi nor changes to this. One of the
maj or ones is they, for the -- when they do the resolve
boards, when the ballots are scanned in, you know, if
there's an overvote or an undervote issue, the jurisdiction
has the option to stop on all of those and actually have
that ball ot cone up on the screen so that they woul d have
their resolution board of three or four individuals and they
woul d see that and -- they did sonme color coding so if it's
an overvote, that cones up and it's highlighted in green and
the resolution board would then | ook at that and say, yes,
that's actually an overvote or that's an undervote and they
woul d resolve it as a team as occurs now in the county
el ection official but this -- they have sonme col or coding so
they could |l ook at all and say, yeah, those are al
undervotes, let's just go through those and we're going to
do them undervotes and we'll let this other teamdeal with
overvotes and that's a local issue. But they did add the
col or coding feature which some of their jurisdictions have
asked themto.

SERVO i s a managenment tool that the jurisdiction
can choose to use or not to use. It is certified for use in
California when they originally brought it forward. |It's

essentially a duplicate, redundant managenent techni que that
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they can copy their MBB, their Mbile Ballot Box cards and
they can track serial nunbers, they can track the actua
slate devices -- where they are. They can recreate ball ot

i mmges off of that if sonething happens to one of the npohile
bal | ot boxes or on eSlate so it's just an extra step in the
process that they can use to go back on to verify or to
recreate something if something is damaged or |ost.

Rally is the new function and what Rally enabl es
themto do is it's essentially a subpart of the Tally
system And Rally will enable jurisdictions, |arge
jurisdictions, if they have renote |locations to have 100
precincts deliver the nobile ballot box cards to a renote
| ocation if they have five renpte reporting locations and to
upl oad the cards via that location so there would be county
staff, but let's say those five | ocations, 100 precincts
would go to "A/" 100 would go to "B." And they would
actually transmt those unofficial results to the county
el ections official on election night for early -- earlier
recording. All of those nobile ballot boxes would still be
transported to the election official that day on el ection
day for use in the official final canvass but it's just an
early reporting function that will allow themto transmt
renmotely from you know, specified, secure |ocations.

In terns of testing, the eSlate system 3.0 was

tested by federal |TAs, |Independent Testing Authorities. It
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was tested by Wle for the firmvare and hardware and it did
successfully conplete testing there and Ci ber was the I TA
authority that did the software. They passed successfully
both of them The State's technical consultant along with
staff tested the conplete systemover a two- to three-day
duration and the system successfully nmet all of the State's
requirenents. It's recommended by the State's technica
consul tant and staff that the Hart System 3.0 be certified
for use in California with the standard conditions that the
city and county has to use the appropriate State-approved
procedures, no changes or nodifications to the voting system
shall be made until the Secretary of State has been notified
in witing and has determ ned the extent of those changes,
and that the county -- or the jurisdiction that uses it is
subject to the Voting Rights Act of 1965.

MR. KYLE: Any further coment fromstaff?

Any questions fromthe panel ?

Mar k.

MR, CARREL: | notice in your --

| don't know if you can hear ne.

It nentions several |anguages, Russian and

Armeni an to be specific, in the Ballot Oigination Software

System |I'mintrigued by that but is there a suggestion
that -- well, first let me back up
How many counties -- there is only one county that
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

I know of that uses the Hart systemin California currently?

MS. MEHLHAFF: Correct.

MR. CARREL: Orange County?

MS. MEHLHAFF: Correct.

MR, CARREL: Are they plan -- are these
nodi fications that can be nade to a current systemor is
this a replacenent for a current systen? So is this a plan
to go -- for Orange County to upgrade their systemto this?

MS. MEHLHAFF: Yes, Orange County does plan to
upgrade to the 3.0 if you choose to certify and plan to use
the 3.0 in the upcom ng March el ection

MR. CARREL: Okay.

MS. MEHLHAFF: In terns of the two | anguages, the
vendor, those don't necessarily apply to California because
they are not mandated | anguages in this State, however,
those are the | anguages that the vendor underwent testing

for at the federal |evel and we also did review them when we

were |looking at the rest of the | anguages. It was two
additional. W |looked at it just for conpl eteness sake.
MR, CARREL: | actually like it because the

Russi an and Arnmenian comrunities are large in certain
polling -- in certain precincts of the State and | know
there is no federal requirement or State requirenent to
produce voter materials in those |anguages. | don't know if

those | anguages are highlighted in Orange County but | think

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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10
it -- 1 think it's wise to allow counties to have that
option and | think it's useful.

The other thing -- there was a question regarding,

You want to ask a question?

MS. CARBAUGH: Yeah.

["mjust hoping, Dawn, that you can go into a
little nore detail about Rally and the process through which
the votes would be transmtted to the county office.

MS. MEHLHAFF:  Ckay.

The nobile ballot box, as essentially as it shows
in your report -- there's alittle diagramof it -- that is
basically the data card that is at the county el ections
office. They will essentially download all of the specific
el ection information to that card and that's the card that
actually goes into the JBC unit, the unit that sits on the
desk of the pole worker. And on that card, that's what has
the different ballot formats, the |anguage, and all those
capabilities on it so that that will appear on the eSlate
voting device. Wen that voter goes to vote, it will pull
up their correct ballot style.

So at the close of poles those cards are renoved
fromthe JBC and the way that it occurs now in Orange
County, for exanple, if they were using their existing

system or chose not to use Rally, they would transport those
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11
MBBs, those Mobile Ballot Box cards in patches to the
el ections office at the close of poles after they have, you
know, reconciled all of their reports just as DRE counties
do now. They renove those cards and those are transported
and that is what is put into Tally and the data is read off
of those cards and, you know, put into the appropriate
dat abase if there needs to be reconciliation on the case of
-- | guess it really doesn't apply here because that woul d
be a Ballot Now issue in terns of overvotes. ESlate
woul dn't al l ow t hat.

But Rally is kind of in-between those two phases
so it allows if it's a large jurisdiction where it's going
to take a long tine for polling places to actually get those
cards to the one central location and if they are |ooking at
wanting to speed up their unofficial results on election
ni ght, they can choose to set up renpte count |ocations.
Let's say they choose to do five, you know, in opposite
corners of the county and one in the central. They can
instead of telling those polling places to transnit those
nobi | e ball ot boxes to the one central |ocation, to the
county office, they can assign themto transnit those to one
of the renpte locations. They would physically take those
cards to that location and that |ocation county staff would
be there. So it would |ook very similar to the county

el ections office in terms of the set up, the card readers,
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12
the el ection system and they would be running this Rally
program whi ch doesn't include all of functionality of Tally
because Tally includes much nore in ternms of databases and
el ection definition information.

Rally basically just has the capability to read
t hose nobile ballot boxes electronically, to upload themin
t he database at that Rally station, and then Tally at the
central l|ocation has the capability to call to that renote
| ocation to get the result. Rally can never make the
connection in. Just -- it's a security function. The
central location always has to call out to that location in
order to grab the information to bring it back

MS. CARBAUGH: And this is done over a phone line?
It's not --

M5. MEHLHAFF: It woul d be whatever nethod the
county would use but it would be either a secure phone |ine
-- is what they do in npst cases.

MS. CARBAUGH: But what are the other cases?

MS. MEHLHAFF: | believe that they can do a
secure, direct, you know, cable connection and the vendor
does not allow for themto do, you know, over the internet
and nor do we at the state |evel.

So they would transmit -- sone counties do this.

I know like Riverside with their system they will do -- on

el ection day they use a different system but they'l
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transmt the results of their -- you know, froma renote
| ocation in the main m |l over phone lines or over secure
net wor k connecti ons.

MR, KYLE: Thank you.

Any ot her questions?

MR. CARREL: | do have one nore.

| see -- it says in here it tal ks about --
supports both paper ballots and el ectronic voting, and | ater
on it talks about the ability to print and | aser printers
connected to print ballots and reports. G ven the recent
directive fromthe Secretary regarding the inplenmentation of
a voter verified paper trail, these upgrades at |east don't
have any added capacity for printing either directly from
the eSlate itself or anything like that so this doesn't
i ncl ude any upgrades regarding that; correct?

MS. MEHLHAFF: In terns of voter verifiable? No,
it does not. The vendor -- this system does not have it.
The vendor did show us a prototype when we were testing it.
They are exploring different options with their current
system but, no, this one does not include that.

MR, CARREL: Thank you.

MR, KYLE: Any conments from vendors?

Any conments fromthe public on this?

Do you -- please cone to the podi um

It's M. March?

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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MR. MARCH. Yes. Thank you.

MR. KYLE: And this has to do with this systen?

MR. MARCH: Yes, with the certification process
for this system Yes.

My name is JimMarch. |'man activist in honest
voting and local to Sacranento.

My concern is this. This oversight process and
the staff reports we've just heard were prepared by people
who know that they can probably get a job in industry upon
| eavi ng here. A huge nunber of people fromthis office,

i ncludi ng several of the vendors -- vendor reps are from
this office. One of the people fromthis office, Lou

Dei der, had a private conversation with a Diebold rep who
wrote down the transcript of that conversati on Novenber
2001. Lou Deider cast doubt on the securities

i mpl enentation of the ES and S PCMCA cards. Well | filed a
Public Records Act request with this office asking for any
evi dence that Lou Deider as part of his official job
capacity at -- in Novenber of 2001 when he was an enpl oyee
of your division had ever submitted any witten comments or
any description --

MR, KYLE: M. March, I'"'mgoing to interrupt at
this point intine. Several panel nenbers are raising
concern of the relevancy of your coments --

MR, MARCH: It is relevant.

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

MR. KYLE: Not to the Hart Intercivic

certification --

MR. MARCH It is --

MR, KYLE: -- that's before us.

MR. MARCH: There are reasons to believe that the

certification process, the oversight process, has been

corrupted by industry links by the ability to get jobs in

i ndustry after leaving the Secretary of State's office. In

one case we appear to have evidence that one of your

enpl oyees turned his knowl edge of a security flaw froma

vendor into a job with that vendor instead of reporting the

error to your office. Nowif that kind of thing is

15

happeni ng, then we the people of California cannot trust the

oversi ght process that your agency is perfornmng.

MR. KYLE: Okay.

M. March --

MR, MARCH. And that applies directly to Hart
Intercivic and every other vendor --

MR. KYLE: Ckay.

MR. MARCH: -- that your agency is review ng.

MR. KYLE: Your comments are in the record and

appreciate them Since they are not nore specific to Hart

Intercivic |"'mgoing to ask you to sit down. | wll --
MR. MARCH: |'ve nmade my point.
MR. KYLE: -- ask you if you want to, as you've
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done in the past, if you'd like to wite down the coments
specific to this -- | don't know if they' re included in your
ot her coments --

MR, MARCH. They pretty nuch are.

MR. KYLE: -- then we would enter those into the
record as well

MR. MARCH: All right.

MR. KYLE: Thank you.

MR, MARCH. Thank you.

MR, CARREL: | would just add regarding that that
there has been an exam nation by the Secretary into conflict
of interest and | think he could speak nore to it than
could as this occurred while | was away but there is a
crackdown in this office on notifying staff about what the
conflict of interest rules are, clarifying it and providing
much stricter guidelines regarding staff and this agency
unl i ke what has happened in the past.

MR. MARCH: Um hum

MR, CARREL: So | think that the Secretary in nany
ways has addressed those concerns and we are -- at |east |
am satisfied that the conflicts that may have existed in the
past or potentials for conflict that nmay have existed in the
past could not occur again.

MR. KYLE: The -- specifically what M. Carrel is

referring to is inconpatibility statement that is necessary

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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for enmpl oynent in the agency has been revi ewed, has been
upgraded, strengthened and is currently in the process with
the Departnent of Personnel Administration for this
nodi fications and the various steps that have to go into
ef fect addressing the kinds of concerns that you raise
specifically which will be inplemented as soon as we get
t hrough this process with the DPA.

(Wher eupon there was a voice fromthe audi ence)

MR, KYLE: So, again, we're not going to have the
di al ogue in the audi ence, M. March, but your concerns are
duly noted as M. Carrel pointed out and noted. Those
concerns have been brought to our attention before, are
legitimate and we've addressed a | ot of those and
strengthened the inconpatibility activities statenent
required for enploynent in the Secretary of State's agency.

Okay.

One nore question fromthe audi ence relevant to
Hart Intercivic, please.

Pl ease identify yourself.

MR. KIBRICK: M name is Robert Kibrick. 1 ama
regi stered voter in California. 1 live in Santa Cruz,
Cal i fornia.

My question is specifically in regard to the Hart
I ntercivic.

Earlier this nonth the Secretary of State office
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in Chio issued a report in which four different vendors
machi nes were evaluated including the Hart Intercivic. This
was a security audit of electronic voting machines. In that
study they identified a total of 10 separate risks
associated with the Hart Intercivic nmachine. They rated
four of those risks to be a high risk, one nediumrisk and
five lowrisk items.

My question to this panel is have the security
deficiencies that were identified in the State of Chio
report with the Hart Intercivic machine been corrected for
the units that are here in California and if they have not
been corrected, why are we proceeding with the certified new
versi ons of these machi nes?

MR. KYLE: | would ask staff if there's an answer
to that question.

M5. MEHLHAFF: Qur consultant -- our technica
consul tant actually reviewed the Chio report and worked with
both Hart and the ITAin terns of trying to review all those
concerns that were brought up in the Chio report.

The system 3.0 that's before you inplenents the
majority of those changes that were raised in the Chio
report. The high risk areas that were just nentioned
basically assune that an individual can gain unauthorized
access to the central location and to sonme of the units. So

nost of those are addressed procedurally at the |ocal |eve
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in terms of security procedures and how to, you know, ensure
that their systens are protected and | ocked down and we did
actually have Hart indicate -- nodify their current
California procedures to accommpdat e sonme of the new
security provisions in ternms of, you know, the password
changes and secure | ocations of the equi pnent. But, yes,
our consultant did work extensively with IT and the vendor
on ensuring that those changes were corrected either in the
systemor procedurally for this current system

MR, CARREL: So you're suggesting that all of the
concerns expressed in the Chio report are addressed either
technically or procedurally by Hart?

MS. MEHLHAFF: Technically or procedurally, yes.
Not all were addressed technically but the ones that were
not we had them nodify their procedures to accommodate for
t hose.

MR, CARREL: And Orange County which is the only
county using this, are they aware of those technical --

t hose procedural changes with regard to Hart's procedures
for 3.07?

MS. MEHLHAFF: Once the systemis certified, they
will be nmade aware within the procedures on what has been
changed and what they need to change in terns of -- nobst of
it was the password functionality to gain access and yes

they will be made aware of that.
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MR, CARREL: And it's also regarding security with
regard to co-worker training so that their -- Does it also
influence the ability of -- or the need for different
training of co-workers with regard to its security and
access to the central systemas well?

MS. MEHLHAFF: The procedures weren't changed.
The standard | anguage, you know, was sonething to the effect
of -- you know, you need to ensure that you have secure
access and that only, you know, individuals have basically
the | owest |evel of security access that they need and at
the polling place with this current systemthey have access
to the JBC and the eSlate and so there's no connectivity
back to the central |ocation. But the --

MR, CARREL: And the central |ocation is managed
by the election officials, not by co-workers?

MS. MEHLHAFF: Correct.

MR, CARREL: | see. kay.

So the security issue in sonme ways i s having
el ections officials make sure that only identified elect --
peopl e working for the county or people working on the
system have access to that system during the election
correct?

MS. MEHLHAFF: Correct.

So you're is not going to give everyone ful

access to the system you're going to give select people who
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need the full access and then you m ght give certain people
a lower level access. Let's say if they're just doing the
translation part of it, they don't necessarily need access
to the entire system

MR, CARREL: | see.

Thank you.

MR. KI BRI CK:  Thank you.

To follow up on that has there been any
i ndependent anal ysis done of this effort on the part of the
vendor and your consultant to address the issues identified
in the Chio report? 1Is there any public record our document
that illustrates how the risks identified in the Ohio report
have been resolved for the machines that are currently going
to be used in California?

MR, CARREL: | guess what you're asking is has our
techni cal consultant done his own analysis of the system and
if what 1"m hearing fromstaff is correct, the technica
consul tant did analyze the Ohio report, did work with vendor
to anal yze the issues and the problens and while he may not
have put it down on paper, the staff is reporting to us now
that all of the concerns expressed by the Chio report have
been addressed by Hart either through changes in their --
technically to the systemor procedural in -- or changes to
their procedures which go to how the county manages the

system So |I'm confident that given the degree to which had
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our technical consultant exanines systens for us that this
was done appropriately.

MR. KYLE: Thank you M. Kibrick

MR. KI BRI CK: Thank you.

MR, CARREL: | would nove to support staff
recommendat i on.

MR. MLLER. M. Chairman, | have one question if
I could interject at this point.

Readi ng the technical consultant's report,

M. Freman, he certainly indicates that 3.0 conplies with
California requirenents and is good to go but he doesn't

i ndi cate four recomendations, advisos, and | was wondering
whet her those had been addressed and handl ed or shoul d they
be included in our reconmendati ons that the Secretary has
filed. It's on page 7 of his report.

M5. MEHLHAFF: The only one that -- and we can
certainly list it as a stipulation in there, certification.
The C on that which is the auto vote should not be used and
again the consultant actually apologized. His report is
handwritten. Hi s conputer crashed on himand so this is
only what he could do in order to get it to us in atinely
f ashi on.

MR, MLLER: This is not a good thing, a conputer
crashi ng.

M5. MEHLHAFF: The auto vote programis -- the
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reason it is not nmentioned in terms of the certification and
the staff do not bring it up as a stipulation, the auto vote
basically is a programthat the vendor uses as a diagnhostic
tool, a testing tool, where it would just automatically vote
and generate a test script to test the system It is not
part of the system It is kind of a utility function that
the vendor has devel oped that they use as they devel op and
test to nmake sure the systemis doing what it's doing. In
testing, we run our own test script and we test ballots
according to certain procedures that we have established in
this State. W also just have the vendor do some auto
voting to |l ook at sone of the |logic associated with it and
we did find a problemwith their auto vote program And so
we went back and we actually traced it back and found where
that was and so that's why the technical consultant brought
that up because that was an error that we found during the
testing process although it's not part of the system or
related to it he felt it was his responsibility to report
that. But we did find that but it's not related to the 3.0
system It's a utility tool that the vendor uses and his
stipulation is here is that the auto vote utility should not
be used in California to generate auto vote testing for
| ogi ¢ and accuracy.

MR. MLLER: Wuld it be appropriate to put that

in the recommended certification or --
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MS. MEHLHAFF: We certainly can do so.

MR. KYLE: Are you making that as a -- we have a
notion --

MR, CARREL: I'Ill nodify ny nmotion to incorporate
that auto votes should not be used for elections in
California.

MR. MLLER I'll second the motion if it hasn't
been seconded yet.

MR. KYLE: All those in favor --

MR, CARREL: Actually, | would change it from
"should not" to "can not" or "shall not."

MR, KYLE: Okay.

So let's restate the notion.

MR, CARREL: Actually, I'mlooking here at his
recommendati ons -- of the consultant and | guess why don't |
nmodi fy nmy nmotion to incorporate those reconmendati ons which
is to accept staff report including the recomrendati ons of
the consultant which is that Ballot Now write-ins should not
be permitted to wap to the top of the next columm. Ball ot
Now preview -- what is this "siren"?

MR KYLE: "Screen."

MEHLHAFF: " Screen."
CARREL: ©Oh, "screen."

MEHLHAFF: Bal | ot Now preview screen is --

5 ® 3 b

CARREL: Sonetimes when you wite it instead
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of type it.

Ball ot Now -- the preview screen is not --

Can you read that for ne? "Defined format."

MS5. MEHLHAFF: It's "not define format in
val i dation."
CARREL: Okay.
MEHLHAFF: |t was a sunmary screen --

CARREL: Ckay.

» » 3

MEHLHAFF: -- that he wasn't happy with how it
appear ed.

MR. CARREL: The auto vote may not be or shall not
be used for official elections in California. Conputers
where BOSS, Tally or Ballot Now -- are used shall not have
ot her software installed other than the m ni nrum software
required on their systens.

So | would incorporate those recomendati ons into
nmy notion to approve Hart.

MR, KYLE: Ckay.

So just to restate the notion, it's to accept the
Hart eSlate voting 3.0 per the staff's recomendati on
i ncludi ng standards, ternms and conditions that were
articulated earlier along with the technical consultant's
recommendations read into the record by you that can be
found on pages 7 and 8, articul ated on pages 7 and 8.

And Tony if |I'm not m staken you nmade a second to
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MR. MLLER: And | second the notion as stated.

MR. KYLE: All those in favor?

Al'l those opposed?

Abst ai ns?

The ayes have it. The npotion passes.

Okay. We'll go on to the second part item of the
agenda.

And Terri Carbaugh if | understand correctly you
are recusing yourself because of not a direct conflict of
interest but a potential so that --

M5. CARBAUGH. Percei ved.

MR, KYLE: -- there is no perceived inpropriety,
you' re excusi ng yourself.

Thank you very rmuch for participating earlier

Can we take a one-second break folks.

And WIIl, can | ask you to conme to the stand.

THE REPORTER: Do you want to go off the record?

MR. KYLE: Yeah. Just go off the record for one
m nut e.

(Wher eupon there was a brief recess.)

MR, KYLE: All right. Thank you.

26

So, starting over again. W are in part 2, Review

of Diebold Voting Systens. This is old business carried

over fromthe |ast neeting about a nonth ago, on Novenber

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

27
10th | believe, as well as the Novenber 3rd neeting so it's
a continuation of that.

Thank you, Marc, for a little el bow roomthere.

MR, CARREL: I'mjust getting closer to the
nm crophone.

MR. KYLE: And | also just wanted to nention that
those fol ks who want to say something, there's this color
card on the table up front and it's just a | ot nore hel pfu
and also for the record to have who you are and that way we
can al so include you on our e-nails so that can be noticed
at these neetings as well as other interesting information
com ng out of the agency. So if you want to speak and you
haven't filled one of these out, please do so. They're back
on the table there.

So, | think we can -- at the last nmeeting we
directed staff to engage in an audit. Several conditions
were set relative to the certification of the system and
think we're all interested in hearing what the report of the
staff is and the results of the audit.

So, Dawn, if you wouldn't mind starting I'd
appreci ate that.

MS. MEHLHAFF:  Sure.

Time to go backwards. As you recall, on Cctober
29th it cane to the attention of our office that Diebold

potentially could have installed uncertified -- State
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uncertified software in sone of its client counties.

The Voting Systenms of Procedures Panel tabled the
Di ebol d agenda item on Novenber 3rd pending further review
On Novenber 10th you chose to go ahead and certify the
Di ebol d TSx system based on the successful conpletion of
federal and State testing. However you did place the
followi ng three conditions upon themat that tinme. The
first condition was that Diebold nust provide funds for an
i nventory of the hardware, firmvare and software of its
client counties use in California.

And | can tell you Karl Dolk is here with ne
sitting to ny right. He is the Product Manager from R&G who
did conduct the review and then also Gene Rich, one of the
partners with R&G is here as well. And then Karl, |
believe, will be the one presenting the report but they are
both here to answer any questions that you may have
regardi ng the revi ew.

In terns of nunber 1, the prine request, on
Decenber 8th Diebold did provide us with a check in the
amount of $75,000 to cover the costs of the review.

The second condition that you placed upon them at
the tinme was that Diebold nust cooperate in the conduct of
the review and with this office and with the independent
t eam

Di ebold did neet with Secretary of State staff as
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well as the team of consultants on Novenmber 17th regarding
the operation of their systems, regardi ng how the
consul tants should go about obtaining the information once
they actually got to the counties in terns of where they
need to | ook on the firnmwnare, hardware and software and
tried to wal k them through that process so that they could
learn on it prior to going out to the counties.

Di ebold did provide all of the nmaterials that were
requested by staff in regards to the review. Unfortunately
we did receive some of the docunentation |late |ast week
because of the -- | guess a m scomunication on their end in
terms of the docunentation so we are still review ng some of
the rel ease notes and the changes that we received | ast
Thursday so our technical consultant is review ng those and
we still need to have a conversation about I TAs in ternms of
t he extent of those nodifications of software.

The third condition that you placed upon them at
the |l ast hearing was that they nust participate at today's
heari ng and attend, and Di ebol d responded both verbally and
inwiting prior to today that they would be here and
participate and they are here. | do see themin the
audi ence.

In terns of the review, the team of independent
consul tants conducted the reviews between Novenber 20th and

Decenber 5th of the 17 California counties that are
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currently using sone type of a Diebold product, whether it's
the optical scan or DRE or even just their DREs for early
voti ng.

And so with that | think | will turn it over to
Karl and he can actually wal k you through exactly what they
f ound.

MR. DOLK: Thank you.

We appreciate the opportunity to present our
report.

We were engaged to conplete a review of the
Di ebol d Voting System conponents in 17 counties and that
review i ncl uded el ecti on managenent software. We're | ooking
for the -- what systemthey were using, what version they
were using. The central count optical scan units, what
equi pnent they were using and what firmvare version they
were using. Precinct count optical scan use, what equi pment
they were using, what version -- firmmvare version they were
usi ng and touch screen units, again, what equi pnent they
were using including serial nunmbers and what firnmnare
version they were using.

In order to approach this review since we did not
-- had not been out to the counties before, we got
information fromthe Secretary of State's office. W also
got information from Di ebold as Dawn has stated and the

Secretary of State's office was kind enough to send out a

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

31
voting systeminformation formto the 17 counties. Eight of
t hose counties returned that providing information on their
systems, their equipnent and their firmware.

W net with the Secretary of State staff early on
to explain how we were going to do this and to get feedback
fromthemto nmake sure we did this correctly.

We nmet with Diebold and Di ebold representatives
were kind enough to bring their machi nes, optical scan
units, their touch screen units, their conputer with it had
al so the software on it and they explained to us how t hey
operated and how we could | ook into them and see what
versions they were and any questions we had to answer. And
then we al so reviewed the counties' information that they
provi ded for the eight counties that provided it at the
tinme.

Subsequent to that we created a county on-site
review questionnaire which we used as a tool to nmake sure we
covered everything when we were out on site and al so to neke
sure that since there were three of us going to different
counties alone, each to different counties, we wanted to
make sure that we were consistent in our review and in the
summari zation of our results.

We used statistically valid sanple since sonme of
the counties had sonme fairly substantial size -- quantities

| should say of equipnent. For instance, Al aneda County had
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approximately four hundred -- | nean four thousand touch
screen units. W used a sanple for those if we could. At
any tinme that the sanple nunber came up to be greater than
50 percent of the total nunber of units, we | ooked at al
units just to nmeke sure we were doing it correctly.

We grouped the counties into geographical areas,
north, central, south. They fit pretty well. There were
six in the north, there were six in the south and there were
five in the central

And then we conducted a review of the Al aneda
County first and all three of us went to that review. There
was a Diebold representative present and -- as well as Dawn
was present for the Secretary of State so that we could test
out our questionnaire. W could do that review first. And
we canme back and made sone nodifications of the
guestionnaire based on results of that review

We then made on-site appointnents and all of our
appoi ntnents were done actually on the 24th through the 5th
of Decenber so it's a very short time frane, quite a bit of
di stance to go and to do those.

The on-site reviews consist of interviewwth a
county representative regarding the Diebold conponents in
use, to find out what they were using, what they were using
them for, when they had used them when they -- to the

extent they had the know edge or obtained the know edge when
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they were installed, what the upgrades had been, those kinds
of things.

We then | ooked at the el ecti on nanagenent
software. There is obviously one in each county. W | ooked
at all 17.

We did a review of the central count optical scan
units when they existed, when they were used and we did 100
percent of those in each county that we found them

We did a review of the precinct count optical scan
units. We sanpled those and as | said in sone cases the
sanpl e anpbunt was greater than 50 percent so we revi ewed al
of them

Sane for the touch screen units. W sanpled those
and if it was greater than 50 percent we reviewed all of
them So that was a pretty extensive review by the three of
us.

We found that the counties were very receptive to
having us there. The assistance we gained fromthe counties
was incredible. They at tines lined up all those in order
for us. As soon as | reviewed one, it was gone and anot her
one replaced it. | nmean, it was pretty amazi ng and the
revi ews, because of that, took less tinme than we
anti ci pat ed.

We reviewed all of the -- excuse nme. We

summari zed and conpiled the data by county and where down in
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the report does have all the data by county in the back of
the report and then we sunmari zed overall coments that we
saw, overall findings and issues we found.

So | won't go through the county but I will go
through the overall but to the extent you have any questions

about a county we could certainly ook at that as that tine

CONEeS.
I want to touch on sone of the smaller findings we

had first. W found that three counties -- as | said,

Di ebol d provided us with what -- with a listing of what

equi pnent was used in each county. W found that three
counti es used Diebold software different than the version
that Diebold indicated they were using so there are three
di fferences there.

We found is that two counties use touch screen
firmvare that was different than what Di ebold had supplied
us with in terms of version and we found that one county
reported that they are using optical scan far nore different
than the Diebold firmvare indicated. W say "reported”
because we were unable to confirmall four units of the
optical scan units were in the Diebold plant in Texas
getting repaired so we were not able to see them

And we found that six counties had a total of 16
conmponents unavail able for review that were included either

in our 100 percent review or our sample. Eight of those
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just wouldn't turn on, even when plugged in they woul dn't
turn on and eight of themwere in Texas at the Diebold plant
bei ng repaired.

We al so found that one county had three different
versions of touch screen firmvare being used in the county.
It was Los Angeles. Los Angeles indicated to us they were
not using all three, they were using just the npbst recent
version. The other ones had not been updated because they
had not needed the touch screen units in the |ast elections
so they had not yet upgraded them

And one other county had one version different
than they thought they were using and that was they were
going to talk to Diebold about getting that one changed.

So. So to nove to the issues of a kind of a --
maybe a little bit bigger issue, we found that we asked for
and the Secretary of State staff told us what had been
certified in the State of California and that was version
11717 for software -- for the el ection managenent software
and that nothing had been certified since then.

We al so found that version 11818 had been
conditionally certified which had been nmentioned earlier and
-- by the State.

We found that versions installed in use in the
counties were 11720, 11722, 11723, 11818, 11818.102. Those

different versions were in use by the counties and those
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versions were used in the Novenmber and Cctober elections in
a couple cases only in one or the other because there either
wasn't a Novenber election or they used sonething else
during one of the el ections.

We al so got information from Di ebold that cane
through the Secretary of State's office about what was
federally qualified versions. Ciber Letters, the federa
consultant. W found that it appears that 11722, 11723,
11818 are all federally qualified and also 11717. W found
that those are nost of the versions being used in the State
of California although there were 11720 is being used in two
counties and 11818102 is being used in one county.

Thirteen counties used currently installed
software in both the COctober, Novenber elections. And | say
"currently installed" because our -- what we were |ooking at
was what was there when we were there which of course was
after the el ection between Novenber 24th and Decenber 5th.
But we asked the question in thirteen of the counties -- use
the current installed software in both the Cctober, Novenber
el ecti ons.

Mendoci no County only used it in Novenber because
they used a Vote-o-matic in October.

San Luis Obispo used an all nmil hand count
Novenber but they did use it in October, and Mdock and

Lassen did not have Novenber el ections but they both used
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their currently installed software in the Cctober el ections.

And in five counties -- currently use software
version -- just as a bit of information, 11818 that is not
yet fully certified, four were used in October, Novenber
el ections and as | said Mendocino used it in the Novemrber
el ection only.

And then we have in our report a conplete
breakdown by county of information also and basically that
i ncl udes who we tal ked with, the |ocations of that
interview, the |ocations of where the equival ent was | ocated
or housed, what conponents were used, the sanple and our
results of that sanple and then any findings and concl usions
that were specific to the county.

And with that, | think I'll leave it open for
guesti ons.

MR. KYLE: Thank you very nuch, Karl, for your
report.

I just want to acknow edge that the Secretary of
State, Kevin Shelley, has joined us and we'd |like to ask
you, M. Shelley whether you would like to have the staff
continue or -- and observe. W're about to go into report
or if there is anything you'd Iike to address the audience.

CALI FORNI A SECRETARY OF STATE KEVI N SHELLEY

SECRETARY SHELLY: Members of the Voting Systens

Panel and | adi es and gentl emen behind ne, | understand from
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staff that | am as Secretary of State, breaking precedent
in appearing before this panel. | appreciate all the sage
advice that you give me and recommendati ons that you neke
but | felt it appropriate in the circunstance of the item
that you're hearing or discussing at the nonent to break
precedent. Let me just -- if you will indulge me for a
nonent, nenbers, let's take a minute or two because it is --
my concern is beyond the individual itemthat is being
di scussed as applies to Diebold and recommendati ons to be
made in their regard. 1t's nmuch larger than that and so
just for a nonent, you know -- the core of our American
denocracy, nenbers, is the right to vote and inplicit in
that right is the notion that that vote be private, that
vote be secure and that vote be counted as it was intended
when it was cast by the voter and | think what we're
encountering is a pivotal nonment in our denocracy where al
of that is being called into question. The privacy of the
vote, the security of the vote and the accuracy of the vote
and that troubles ne and it should trouble you.

Now an initial presentation was just made on the
findings of the report and | want to thank you very much for
the conducting of the study and the inportant review that
you provi ded and soon | know that VSP will be nmaking -- |
guess aski ng questions and then naking some recomendati ons

but there's a nunber of things that this report detail ed
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that is very troubling, that there were unqualified uses of
software that were not approved by the federal government,
there were uncertified uses of software that were not
certified by the State governnent and that this was done in
a nunber of instances and that's deeply troubling because
it's in violation of the Election Code. That there were | ax
accounting procedures, whether it be by counties or whether
it be by this very agency where we have not had a
sufficiently extensive mechanismto, on a regul ar basis,
assess what systens are in use.

I think the audit dempnstrates that on the county
| evel --

(CELL PHONE | N AUDI ENCE PLAYS SONG)

SECRETARY SHELLEY: This is reinforcing ny
comments on Anmerican denocracy, a little nusical ensenble in
t he background.

-- on the county |evel that the physical security
of the voting was sound and that the county registrars and
their excellent staff are doing a very good job in ensuring
that security but that the technical security is |ess sound
and that the procedures that should be and must be in place
at the county level are not sufficiently in place now.

At the same tinme we bear responsibility if we
don't have -- "we" being the Secretary of State office as

the entity charged with the responsibility under Election
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Code -- to certify systens if we're not on a consistent and
regul ar basis assessing what software systens are in place.
| believe we have the finest election staff of any secretary
of state operation in the country, no disrespect to the
other 49. Having said that, for every state election
programit's a new era and we nust adjust our procedures,
our assessnment mechani sms, our approaches towards ensuring
the privacy, accuracy and security and integrity of those
vot es.

Now | know a nunber of recommendations will be
made today. | look forward to inplenenting the
recommendati ons of this panel to provide fromthis office's
perspective stronger nechanisns in place to address that, be
it by annual assessnents, be it regular auditing, be it spot
checks, be it a nunber of things that came out of the
recommendati ons of the Touch Screen Task Force.

You know, it's very interesting, recently when
made the decision to require a paper audit trail that a
nunber of county officials, very respectfully to them and a
nunber of vendors, nmany of whom are represented behind ne,
said it wasn't necessary, said the machinery was secure. At
the sane tinme a nunber of those within the conmunity --
vot er advocacy comrunity have ofttines all eged Arnageddon if
we don't make i medi ate changes. You know, hey, | don't

know who's right. |1'mlike an average voter. | don't know.
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And because | don't know I want the confidence that a paper
trail provides and like an average voter | want the
confidence that a stronger assessnment nechanismat the state
level will provide. And like the average voter, | want the
confidence the stronger procedures at the county |level wll
ensure the accuracy, integrity and privacy of those votes.

And once again, the right to vote is the nost
preci ous denonstration of our denocracy nenmbers. W nust
take it seriously, we nust cherish it, and all of us at the
county level, at this office and in the election vendor
conmuni ty nust act accordingly.

Now the audit is not conplete. W don't have al
of findings as yet. W don't know what's occurred
conprehensively and | woul d hope that the end result
sanction that we suggested we mi ght nmeke today pursuant to
this hearing taking place won't be the suggestion of
decertification of Diebold Systens. | would hope that won't
be the case. | certainly hope that won't be the case with
ot her vendors as well. But if we find that there are gross
di screpancies and violations, | amprepared to go down that
road and so this needs to be taken very, very seriously.

Wth that | thank you for your tine and I'IIl |et
you conti nue.

(Appl ause.)

MR. KYLE: Thank you M. Secretary.
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MR, CARREL: If | may ask questions?

MR KYLE: Yes.

MR. CARREL: Okay.

MR. KYLE: Hold on one second.

MR, CARREL: | want to echo the Secretary's
comments and the questions that | ask -- he sumed up sone
of what you sumred up in your findings and I just want to

clarify so that it's clear here. You're saying that the
| ast State certified version is 11717 on the system
correct?

MR. DOLK: That's information we have received
fromthe Secretary of State's office, correct.

MR, CARREL: Ckay.

And every -- 11717 you did not find on any systenf

MR DOLK:  No.

MR. CARREL: So you found all versions that were
on every systemthat you exami ned, all 17 systens in 17
counties you found versions later than 11717?

MR, DOLK: The assunption is they're later, 1720,
22, 23, 1818, yes.

MR, CARREL: Right.

And based on the information that you determ ned
and based on either fromus or in the counties, the
installation dates of all of those systens were prior to any

state certification; correct?
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MR, DOLK: W didn't -- | can't say yes to that
necessarily. W -- we went back and | ooked -- the
installation dates and we found that many of the counties
did not -- were not able to tell us partly because sonme of
the peopl e who needed to be there to tell us that were not
there on the day we were there due to the shortened tine
frame, not able to tell us when they were initially
installed. However we found that sone of them had been
stalled -- installed several versions back and that it had
been upgraded several tinmes and what we found is that the
versions currently in use were in use in October or Novenber
al so.

MR, CARREL: So every version that you saw was
used at | east October or Novenmber or both?

MR. DOLK: That's correct.

MR. CARREL: Okay.

MR, DOLK: That's the understanding from what the
county's representative told us.

MR, CARREL: And every version that's been
installed is a nore recent version since 11717 which woul d
lead nme to believe that every county that you inspected had
versions that were not certified because the only version
since then that's been certified is 11818 whi ch has been
conditionally -- and that was conditional on the 10th and

the el ection was November 4th.
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MR. DOLK: Yes. And four counties had 11818.

MR. CARREL: Okay.

Now -- so that's State certification of the
syst ens.

Federal qualification. You do not deterni ne
i nformati on regarding federal qualification which is the
equivalent -- which is their testing approval process for
two versions; correct?

MR, DOLK: \What we got from Diebold is the Ciber
letters, the Ciber being the contractor who reviews those
for the federal governnent, recommendi ng that the systems be
qualified. W got that for 1722, 23 and 1818 and we did not
find that for 1720 or 11818 102.

MR, CARREL: Ckay. Well, I'll reserve coment
t hen because if don't have it then | guess | have to ask
Di ebol d themsel ves whet her they have it and they have not
provided it to us.

The next question, there were instances in your
audit report where there were di screpanci es between the
i nformati on you received from Di ebold and the information
that you actually determned in the audit was being used on
the machi nes; correct?

MR. DOLK: That's correct.

MR, CARREL: And those di screpancies, were they

significant discrepancies or were they minor discrepancies
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in your opinion with regard to just the next version or were
they completely off?

MR. DOLK: Well, in all but one case they were
just one version offer, 1722 versus 1723, that kind of
thing. One of the firmvares was -- had the ol d nunber 2.00G
versus we found a new nunber 2.0.10 so that's the only one
t hat probably had any distance.

MR, CARREL: Now, did you cross-check that
information with | ogs kept by those counties to see if they
had the correct information?

MR. DOLK: We did not. We found that we tried on
a couple of occasions to find |ogs but in many cases they
did not have logs on that and in some cases we did find | ogs
so it just depended on who was available to tell us whether
the 1 ogs were avail able or not.

MR. CARREL: So -- | guess | should ask people why
-- | mean, | don't know whether it was an incident of the
county installing sonething the people had provided them and
thus they didn't know or whether Diebold installed it and
they didn't keep accurate records and |I'mnot clear on that
but clearly there's a concern there.

You're tal king about |logs. Do you believe that
there were | ogs kept in every county even if you weren't
able to see the logs in every county?

MR. DOLK: No, not in every county. | believe
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there are logs kept in many of the counties. Sone of the
counties showed themto us. O her counties, the people who
t hey thought could provide the logs -- they thought could
provide the | ogs were not available and in sone counties it
was probably clear they didn't have | ogs.

MR CARREL: Okay.

You identified in a cover letter that "we did not
observe nor did we request docunentation specific to
tracking of units on |loan or otherw se off site."

You stated that when you did testing -- when you
did the audits in certain counties, there were machines that
were mssing. Ws that -- what were the reasons that they
gave for the machi nes being n ssing.

MR. DOLK: The itens tested -- there were two

reasons given -- well, excuse ne. |In "mssing," they were
all out for repair. Al eight of themthat we were ni ssing
were out for repair of the itens tested.

MR, CARREL: Ckay.

I have heard in a discussion with your coll eague
about possibly other reasons --

MR. DOLK: Well, there's -- there's one that
wasn't included in our test but was -- we were informed of
that was on | oan to Diebold.

MR, CARREL: On |oan. Ckay.

MR. DOLK: Yeah.
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MR, CARREL: Were there records kept about either
t he machi ne on | oan or the nmachines that were out for repair
and | assunme they were out for repair with people and their
t echni ci ans.

MR. DOLK: That's correct.

The machi ne that was on |oan -- there was no
record but the warehouse person was well aware of it. The
machi nes that were in for repair, I think -- I'"mnot exactly
sure of the nunber. | believe it was just half. Four of
them there were records kept of them being there and the
ot her four there were not really records. | nean, the
person was aware of it but that --

MR, CARREL: Ckay.

MR, DOLK: -- there wasn't any witten
docunent ati on.

MR. CARREL: And with regard to those machines, is
there any -- this may go to staff as opposed to you, Karl --
is there any procedure in place when a nmachi ne goes out on
loan to be tested to nake sure that no other software has
been installed and nothing's been renoved so that it's in
the sane position that it should have been so that, for
i nstance, the denonstrati on nachi ne did have the deno
installed on it which could have interfered if it were used
in an el ection.

M5. MEHLHAFF: Currently there is nothing at the
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State level in terns of procedures within the individua
voting system procedures that would disallow that or even
allowit. That's a local jurisdiction issue. W may wi sh
to |l ook at that as we, you know, throughout this process we
have been | ooking at our own practices internally and that
may be one of the things we want to add to our list of
nodi fications we want to make to our --

MR, CARREL: Right.

MS. MEHLHAFF: -- practices.

MR, CARREL: | nean, | recognize over nmany, nany
years vendors and counties have to build a cl ose
rel ati onshi p because they're working together on very tight
time frames to program and work on | aying out ballots,
wor ki ng on the translations, doing a | ot of technical things
in a short tine frame for elections so there's a trust built
up between them but |I'm concerned that at sone tinmes the
trust may be m splaced and not that all vendors are bad or
any vendors are bad per se but that if machines are
installed and it could happen inadvertently that
denonstrates the software placed on a machine or a machine
had to be scrubbed and they didn't put it up to the same
I evel. You have nmachi nes being sent back that are not in
the sane position that they were previously and that may
have an inpact with regard to the tabulation or with the

machi ne worki ng properly. And so |I'm concerned that there's
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not proper docunentation of those and not proper testing.

| -- that's all | have at this point. Maybe I']
come up with other ones later but that's all | have right
now.

MR, KYLE: Well, we still have staff report on

sonme other aspects but let's continue with questions for the
R&G audit report.

MR, SORIANG: | have a question.

In the report you nmentioned that Los Angel es
County had different versions of the firmwvare installed.
And just skimm ng through all of the other counties that you
reported on | wanted to see if that inconsistency in the
firmvare also related to the software in any of the
counties. In other words, did any county have different
versions of the software installed within the county itself?

MR. DOLK: The software, each county has one
sof t ware package installed and we found three versions that
were inconsistent with which Diebold thought that they had
installed in the list that they provide to us so there were
three versions that were different there but there is one
sof t ware package in each county versus the equi pnment and
firmvare, of course, there can be up to four thousand or so.

MR, SORI ANO  Okay.

But in terns of the software itself being

installed on different units inconsistently, you did not
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find an incidence of that?
MR. DOLK: In fact we found that the software is
installed on a single unit in each county.

MR, SORI ANO  Okay.

MR. DOLK: So --

MR. SORI ANO Thank you.

MR. DOLK: Al 17 counties.

MR KYLE: Any other questions fromthe panel ?
MR. MOTT-SM TH: | have one or two.

MR. KYLE: John.

MR, MOTT-SM TH: Karl, your letter that

acconpani es your report indicates a couple of suggestions
for further review and one of those is to include specific
guestions about policies and procedures. Can you expand on
that in terms of what you nmean by that?

MR, DOLK: Well, we found a coupl e things when we
were visiting. One is that -- and I'mgoing to nove a
little bit beyond your question there. One, we found that
we were not able to get sone information because of the
timng issue and it was a very short turnaround tinme frane
and in fact the county registrars were in Sacranento for a
week of that tinme frane and it made difficult for us to
obtain sone information so one of the things we'd like, of
course, is to have a little nore time so if we can make sure

the appropriate people are present. Along with that,
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because of that we were not always able to obtain logs if
they were present. We were not able to really in many cases
under stand what their previous versions were because the
ri ght people weren't necessarily present and we were al so
not able to really understand exactly how they -- to | ook at
exactly how they took in and out the machines. The question
previ ously was asked how they do account for their machines,
how t hey account for their firmware and all that kind of
thing. W weren't really able to do that to a great extent
partly due to tinme, partly due to the fact that the right
peopl e weren't always present to do that. So when we're
tal ki ng about that, we're talking about what kinds of
procedures do they use when the machines conme in and to
i nventory, to warehouse those machi nes and when the machi nes
are upgraded and/or nodified/repaired, what procedures they
have to get those in and out and make sure what was expected
to be done is done. And what kind of |ogs do they keep in
terms of loans, in terns of repairs, in terns of |loans to --
frankly, we didn't nmention to other counties because the
counties do |loan to other counties too to assist the other
counties that don't have the machi nes -- enough machi nes.

So what kinds of things go on there. And that's the kind of
policies and procedures we're primarily tal king about.
MR. MOTT-SM TH:  Thank you.

Second question. Did you observe in any of the
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counties that you went to that there was an i ndependent

techni cal advisory group that was organized -- | know you
weren't charged with doing so, |I'mjust curious whether you
saw in any of your counties a -- sone formof a technica

oversight comrittee or sone involvenent fromthe independent
sector of the conmunity that participated in the voting
system security accounting process?

MR. DOLK: | did not. | did the central counties
and | did not see it. That doesn't mean it didn't exist
because | did not ask that question and | did not talk to
the other two consultants about whether they saw that so
could find that out whether they saw that but | didn't ask
the question so | can't answer you right now but 1'Il find
out fromthe other two whether they in fact did.

MR. MOTT-SM TH:  Thank you.

MR. KYLE: Any nore questions?

MR, CARREL: | do have one nore question.

Wth regard to the installation of 117.20 is
unqualified 117.22, 117.23, 117 point -- or 11818 and so on
do you have any idea specifically -- | nmean we got rel ease

notes and |I'm sure you saw the rel ease notes but do you -- |

| ooked at it and, | nmean, it's like |ooking at a foreign
| anguage when |'m |l ooking at these. Do you have -- have you
anal yzed or been able to analyze and -- to determ ne whet her

t he changes made in the different versions, succeeding
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versions were significant changes or nminor changes? Have
you been able to make that sunmati on.

MR. DOLK: We have not done that nor were we
requested to do that but with did get the rel ease notes and
| nmust say that Joceline | ooked at them but not in terns of
anal yzi ng what the changes were so we did not do that.

MR. CARREL: Okay.

| guess I'Il wait for staff reports to hear about
that further.

MR, DOLK: Ckay.

MR. CARREL: Thank you.

MR. KYLE: Dawn, would you nind proceeding with
the remai nder of the staff report, please.

MS. MEHLHAFF: Sure. | can actually mark -- if

you want me to answer that question in ternms of the rel ease

notes. | wasn't going to cover that in detail in the rest
of the report, | was going to actually junp into the
recomendati ons. But the rel ease notes, | |ooked at them

our technical consultant | ooked at them and he has not -- |
mean since |'mnot the State's technical consultant, we
actually -- we -- it would be put into wait for himto
actually review those and to discuss it with Diebold or the
| TAs to get any questions answered that he m ght have but |
did | ook at them and essentially the way that it works with

revision nunbers is the 117 series, so if it's 11717, 11720,
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24, when you stay within the 117, normally when there's
revisions made, if they're mnor they tend to stay within
that 117 series. |It's when they start to make sonet hing
significant that the I TAs | ook at and say, okay, now you're
starting to get a little bit too into changes, that's when
they' Il bunmp it to the next version nunber which would be
the 118. And so, you know, we're at 11818 now, you know,
theoretically they can go 11819 or 11820 and keep goi ng and
when they get to the point where they're starting to neke
nore substantive changes in the eyes of the I TAs, then
they'I'l bunp to 119.

MR. CARREL: So, with regard to that, then it's
likely that -- not definite because we have to talk to our
techni cal consultants --

MS. MEHLHAFF: Correct.

MR. CARREL: -- that nost of the changes preceding
at the 117 range were minor nodifications based on the
earlier preceding version of 17 but when we noved to the 18
range they are nore significant and thus in need of much --
they get a lot nore and they were nmuch nore significant
changes. And so essentially what you're saying is five
counties had a nmuch nore significant version installed prior
to certification than the other counties did -- not to put
words in your nouth.

MR. KYLE: If your assunption is correct, though
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because right now we don't know if | understand what
you're --

M5. MEHLHAFF: Right. CQur technical consultant
has not provided a sunmary of what those changes are. [|I'm
just speaking --

MR. KYLE: | understand.

M5. MEHLHAFF: -- in general terms and that's
basically how the revisions of software happen. So if they
have 11717 and they find out that they're using that in
another state or let's say if they're using that in Los
Angel es and they spelled Los Angel es wong, they have to go
in and make that change. Well, that could be 11718 j ust
because they changed the spelling of the county name so is
that a minor change? You know, the | TA would think so and
that's why it would just kind of go -- it would still stay
ina 117 version.

Let's say there was an issue with the actua
tabul ati on or sonething. That would be nore significant and
that would not stay within that 117 series. That woul d then
bump it to, you know, the 118 or the 119.

MR. CARREL: Right.

Do we have any -- our technical consultant has a
copy of the rel ease notes?

MS. MEHLHAFF: Yes, he does.

MR. CARREL: Do we have any idea when he's going
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to be able to conplete his review and provide us a report?

M5. MEHLHAFF: | think it's a couple days.
M. Mtt-Smith spoke with himlast.

MR, CARREL: Ckay.

So we don't have that information today?

MS. MEHLHAFF: No, we don't.

MR. CARREL: Okay.

Thank you.

MR, KYLE: So sone of the information, Dawn, you

said you were about to go into recomendations. | just want
to stay on the report for a minute. The -- you nentioned
that the rel ease notes -- we've got some of the data that we

requested |l ater than we woul d have liked so that's part of
the reason that our technical consultant is still doing the
revi ew?

MS. MEHLHAFF: Ri ght.

We received the summari es on Decenber 11th which
was | ast Thursday and he was back east at a national voting
systenms conference so he's been reviewi ng them and has not
been able to turn that around for today.

MR KYLE: Just for clarification then in ny mnd,
what nmore needs to be done in terns of either data
collection or data analysis by us in conjunction with
whorever and identify those parties whomthe whonevers m ght

be.
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MS. MEHLHAFF: The significant piece right now are
those rel ease notes in terns of digesting those and
providing us with a summary. You know, we did receive a
summary from Di ebold. Qur consultant needs to | ook at that
and basically, as Marc said, he couldn't understand them
when he | ooked at them so our consultant needs to go through
those and say, you know, one through five are basically just
stylistic changes to report. Nunber six in this rel ease,
that was a little bit, you know, nore neaty and this is what
was done --

MR. KYLE: That woul d be somet hi ng our consultant
woul d do in conjunction with D ebold?

MS5. MEHLHAFF: He would do that. If he had
guestions he would work either through the |ITA who woul d
know t hose or also the vendor to get clarification

MR, KYLE: Okay.

MS. MEHLHAFF: So we are | eaning on that conponent
to determ ne -- you know, at this point | can't tell you if
you ask ne, you know, what's the difference between 11717
and 11720, | can't tell you the significance of those
differences at this point.

MR. KYLE: Do you have anything further for the
staff report before we go into reconmendations?

MS. MEHLHAFF: | nean, | could tal k about, you

know, our internal review or | could touch on that right
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before | do the recomendati on.

MR. KYLE: Wy don't you go ahead and do that
because that -- one of the things we did is we asked Di ebol d
to be present so they could participate and aside from
sitting here and listening | know that you had a few
gquestions, M. Carrel, so naybe we can have sonme of those
addressed so before you do that though 1'd |ike to hear what
el se you m ght be able to report, Dawn.

MS. MEHLHAFF: As a result of this, you know, we
took a hard | ook at our internal procedures and | ooked at
what we have been doing over the historical tine line. You
know, it's basically in summary all -- we went back and we
dug through voting systemcertification that essentially we
found in, you know, fact, to as far as we can find, you
know, across decades, that there's always been a clause in
certifications that have indicated that no nodifications to
the system which include software, could be made until our
of fice has been notified. However, we have never been
necessarily proactive in that approach and it's always been
-- as part of the certification it's always been on the
vendor to come to us and to indicate to us when there was a
change and so there was never a nechanismin place where we
were actively going out and | ooking at the software out
t here, you know, double checking with the vendors to nake

sure that, hey, just so you know your certification says you
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have to tell us this. And so it was basically a trust
rel ati onship where they had to provide that information to
us and so, you know, that's certainly sonething that we need
to change and sone of the recommendations in here wll
address that.

One of the other things that we determned is that
within the staff position there has been turnover to a
certain degree, sonmetines annually. | mean | got this
position by default actually a little over a year ago and so
we're trying to look at that and to try and establish sone
sort of institutional know edge where you have the sane
person doing it year after year and we're actually talking
to RGG in terns of trying to serve a role in that so that we
have the continuity. You know, you talk to the vendors and
they'Il tell you that, you know, | do things one way and
sonmeone before nme did something else and that -- sometines
don't think they like the way | do it but that's another
story. So we're trying to look at things like that in terns
of how we make it the sane. | nmean, since |'ve been doing
this we capture the version nunbers. Historically we didn't
do that and part of that was, as the Secretary nentioned,
voting systens have changed. Vendors would cone to us with
a package and they would say, this is our voting system"X"
and we woul d say, okay. It's conposed of hardware,

firmvare, software. We would test all conponents of "X' and
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we would certify voting system"X." We would not specify
that it's this firm or this hardware, this software because
when they woul d make a change they would bring in voting
system "Y" and they didn't make changes as fast as they do
now just with the changi ng technol ogy and the changes in
election law and the demand of their custoners. And so sone
vendors will do components as, you know, Diebold, they have
their GEMS kind of stands alone, their optical scan can
stand al one and their DRE can stand al one. The systemthat
was before you previously which was Hart, they tend to
cluster their entire systemso if they make a change to one
component, they just -- they renane the whol e thing which
was system 3.0. They don't really change conponents and
just bring that conponent forward. Sone vendors do and sone
vendors don't and so the | andscape has changed drastically
in the | ast several years and so we have | ooked extensively
at ways to make our process better and nore effective.

MR. KYLE: Thanks, Dawn.
And as | said before, before you go into the

recommendati on phase | want to keep it on the question and

answer data collection phase. 1'd like to ask the
appropriate Diebold representative, I'mnot sure -- | have a
question who that m ght be. |If you mnd com ng forward and

identifying yourself for the record and | know we have at

| east one panelist with a few questions and maybe hel p shed
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sonme |ight on this.

MR. KAPLAN: My nane is Frank Kaplan. 1'mthe
Western Regi on Manager for Diebold and with ne is Bob
Urosovi ch, the president of our conpany.

MR. KYLE: Thank you both for being here today.

M. Carrel, you have a few questions and | believe
they are nore appropriately addressed to the vendor

MR, CARREL: Thank you, M. Chair

M. Kaplan, M. Urosovich, thank you for com ng
t oday.

| -- the first question | have is -- and this goes
to a nonth ago when | was here and we had heard that your
software mi ght have been installed in one county and now --
uncertified software nmight have been installed in one county
and now we're hearing based on this audit report that
uncertified software was installed in every county that you
-- that you have a relationship -- that is using your
equi pnment. That's 17 counties. That's nmuch nore
di sconcerting to me today than it was a nonth ago.

Second, | noticed based on the audit report that
in three counties, Trinity and Lassen version 1717 point --
or 11717.20 and in Los Angeles 11818. 102 has versions that
are not qualified, not federally qualified or State
certified. And so | would just ask the question, how did

t hi s happen?
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MR. KAPLAN: Ckay. Let nme take the Los Angeles
case first.

Los Angeles in the governor's recall race cane to
us at a late date and said with all the candidates, with al
-- with our punch card that we're continuing to use, et
cetera, they used the touch screen for early voting in Los
Angel es. They had about forty sonmething thousand that voted
on that. They cane and said, we would like to put our punch
position nunbers as they rotate within the county anopngst
their whatever, 21, 22 ledge districts on the touch screen

and have them conme up on the screen so that whatever it was

mat ched the punch position at the -- on their punch card.
As staff has said, that -- the way we do our

system becones a -- certainly it was a change and it is a

change what -- nothing in software is trivial, but it is a

change that is done within that software and that's when Los
Angel es went to specific for themto add that punch position
on there.

Now, as far as -- so that is howthat -- that's
what the difference is in Los Angeles.

MR, CARREL: When did that occur? Do you know?
KAPLAN: Before the Cctober election.
CARREL: Sonetine in --

KAPLAN: Septenber. Septenber.

> » 5 3

CARREL: Ckay.
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MR. KAPLAN: | don't have an exact date.

MR. CARREL: Okay.

MR. KAPLAN: And we absol utely understand and
obvi ously woul d never at this point acknow edge the custoner
or the county on that. W would -- with whatever procedures
are set up would have gone and had that reviewed, however
that woul d have been done, but that's how that happened. W
had a request and that's how we added that. They wanted to
i dentify the punch position

In Lassen and Trinity, as -- Bob, you have the
notes there.

MR. UROSOVICH: First of all, let ne --

Thanks Frank --

MR. KAPLAN: Yeah.

MR. UROSOVICH: -- for the Los Angeles -- Frank is
nore famliar with Los Angeles than | am

I'"d like to make a statement first of all to start
with the -- to answer your question directly. Qur version
control procedures are not inline with the State. W were
negli gent from our conpany standpoint not to notify the
State of the last two digits of a version control figure.
For that, we -- |'mhere obviously to nmake sure that that
does not happen in the future.

But to go right to your question on the 1720

i ssues, the base software that was certified in the State of
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California was 171717. W were requested and nmandat ed by

the State to, because of a voter group two procedure that
came out specifically for California that would all ow

decl ared and undecl ared candi dates to -- or voters to

decl are or undecl are during the voting process. That
recommendati on cane to us after we had federally certified
and certified with the State of California 11717 in October

We were requested in Decenber to change that base software

to handl e voter group two. That went to 17 20. |'m going
to get -- I'm like you, |I can |ook at these rel ease notes
all day and understand it. The difference -- the

fundanmental difference was that was the case with voter
group two. We installed that in two counties because of the
March el ection that was upcom ng.

As we nove through the process we also realized to
acconmmodat e not only those counties that are on optical scan
but those counties that al so manage to run touch screens in
accordance with that that we would have to nake anot her
enhancenent in the process to nake sure that that was done
by March as wel | .

Therefore, when we canme out of the ITA
certification process, the nunber ended up being 22 instead
of 20. W neglected, quite frankly, to go back to the 17 20
group and nmove themto 17 22 probably, and I'll have to | ook

at our records, probably because of shortness in tinme prior
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to the election and there was no need to update themfrom a
techni cal standpoint because they did not use touch screens
in those elections.

MR, CARREL: Well, so what you're saying is you
installed it when you sent it in for federal qualification
when it canme back after the give and take between the vendor
and the qualifying authority that this needs to be changed
and you woul d change it and send it back and this needs to
be added and they would send it back and so the version that
came out wth the number 117 -- 227

MR UROSOVI CH: Two, yes.

MR. CARREL: Twenty-two is the version that you
initially submtted as 11720 but as it cones out at 11722
it's not the same version, there are differences to it based
on the qualification testing; correct?

MR. KAPLAN: Sonetines that could be a bug that's
caught but it changes.

MR, URCSOVI CH. To answer your question, yeah,
there could be sonme very mnor things but in our contro
nunber and the I TAs, they do change that.

MR, CARREL: Ckay.

MR. KAPLAN: And that's what the rel ease notes
will show.

MR CARREL: Okay.

"1l tell you, when we had the neeting with -- |
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guess | was with you, M. Kaplan and sonme others from your
conpany, | was led to believe that while you nay have
installed uncertified software, you by no neans had
installed unqualified software. And now the report of the
audit says that even if it was a mnor change for the 135 in
Los Angeles -- I'll give you that one but 1'Il have ny
techni cal advi sor check and make sure that |I'm giving you
that one. But 11720 you prepared and installed it in two
counties knowi ng that you had to go through federa
qualification testing and you hadn't gone through federa
qualification testing so I'mstill -- 1 still have the
question, why did that happen? Wy did you know ngly
install it when you also were subnmitting the federa
qualification testing and had not received the
qual i fication?

MR KAPLAN: Sonetinmes, and this was in October of
2001 so I, you know, two and a half years -- a couple years
ago. Sonetinmes we do have counties that, like is occurring
now, candidate filings ending, people wanting to be |aying
out ballots, et cetera. | don't have the specifics of the
two counties. They were two smaller counties, Lassen and
Trinity. And the only thing | can say is it slipped through
our own auditing and cracks there.

MR CARREL: Okay.

So not only did you install it -- and you don't
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have an answer as to why -- before it was qualified by the
feds but you then never went back and reinstalled the actua
qualified version and that, the initial version that has
never seen the |light of day by the feds or has never been
approved in that version by the feds or by the State, ever
even seen by the State until recently is still -- has been
used in the March 2002 el ection, the Novenmber 2002 el ection
t he October 2003 el ection and the Novenber 2003 el ection in
at least two counties.

MR. KAPLAN: Correct.
MR. CARREL: Okay.

So you can understand ny --

MR. KAPLAN: | understand --

MR, CARREL: -- ny frustration and nmy anger

MR. KAPLAN: | understand --

MR. CARREL: [|'ve got to say, |'mangry because

was led to believe one thing, we determ ned sonething el se,
and it's sonething where in ny mnd |I'm seeing not only
ignoring State rules, you're ignoring federal rules and it
puts the question of elections in two small counties but two
counties that have their own elections, that have city
council election, that have county supervisor elections and

I don't know what the difference of vote is and | don't know
if sonmeone can challenge it or is concerned about

challenging it and so it puts that in jeopardy.
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MR. KAPLAN: | understand. And what happened was,
to the best of our recollection going back a couple of
years, that as Bob said, 11720 was what was submitted --

MR. CARREL: Right.

MR. KAPLAN: -- and when it canme out -- and
don't have the specifics on the release notes -- it canme out
as 11722 and those two counties, big or small, did not get

upgraded to what should have cone out as 22.

MR, CARREL: Well, they shouldn't have had it
installed prior to the qualification. | hope you can
acknowl edge that, that the installation should not have
occurred until you received an outside docunent saying that
these are qualified.

MR. UROSOVICH: Well, in -- excuse ne.

In the case of these two particular -- and you're
correct going through the process, but a lot of tinmes the
certification process and the State mandates and county
mandates don't line up in a perfect world. To be able to do
voter group two within the State of California which was an
ordered procedure within our systemto be able to do it by
the tinme you could get through the ITA certification, in
some cases the county may have had to begin installing the
1720, not just -- it's not an excuse for non-notification
but it is a statenent of fact.

MR. CARREL: And | recognize the | TA sonetines
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take | onger than people would like, but | don't know if
staff -- if we have docunentation of Diebold naking a
request for an installation or expediting a certification or
review or administratively approving this. | don't know
that it occurs and | guess what |'mhearing is it wasn't
even nmade. And that's extrenely, extrenely problematic
her e.

Let ne nove on to another issue. The question of
t he denonstration machine on loan. The fact that there is
no -- at least in one county there was no record of the
county -- do you keep records of -- first let nme ask --

Did you want to respond to somet hi ng?

MR. KAPLAN: Yeah.

| believe that is the machi ne we borrowed from
Marin County to bring up to show the consultant where to
find the various places to check versions.

MR, CARREL: Ckay.
URCSOVI CH: That's what |I'mtold so --
CARREL: Yes.

UROCSOVICH:. -- | believe that's true.

 » 5 3

KAPLAN: So it was our consultants who had to
see it and --
MR. UROSOVICH: | believe that's what the unit --
MR, CARREL: Let ne just ask the question, do you

not have your own machi nes?
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KAPLAN: Wl --

CARREL: You have to borrow froma county?

> 3 3

KAPLAN: -- yes, but --

MR. URCSOVI CH: The consul tant that had asked us
to make sure that it was a -- or at least we were led to
believe we were to bring a certified systemused in the
State of California --

MR, CARREL: Ckay.

MR, URCSOVICH. -- and that's sonething that --

MR. KAPLAN: W have an office in Novato. The
representative borrowed the machi ne, drove over here, and

that's what the situation --

MR, CARREL: Ckay.

MR. KAPLAN: -- is there.

MR CARREL: Okay.

MR. KAPLAN: There was nothing --

MR. CARREL: | know there's nothing --

MR KAPLAN:  No, no, no. But we were --

MR. CARREL: -- no intent to create a problem here

but I'"mjust trying to figure out the record keeping
process --

MR. KAPLAN: Right.

MR, CARREL: And the auditing process to nmake sure
that, for instance, this denp obviously was for our needs

and for the needs of our consultant but who's to say that
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there's not going to be a county loaning it out to -- to
whonmever because they want to show League of Wonen Voters,
because they want to show the nmachine to people.

MR. KAPLAN: And that does happen in counties --

MR. CARREL: Yeabh.

MR. KAPLAN: And counties, as your consultant
said, sonmetimes will assisted, particularly in the
governor's race where people were consolidating precincts
and others were scranbling and we were not able to have
certification of units and people within the counties --
it's pretty common and they do cooperate with each other and
we do not have any records, necessarily, on that as the
vendor that --

MR. CARREL: No.

MR. KAPLAN: -- a hundred nmachi nes went to here or
t here.

MR, CARREL: No, you keep records of when nmachi nes
come to McKinny for -- when there is technical problens with

the machi ne and they need to be repaired.

MR. KAPLAN. Absolutely.

MR, UROSOVI CH:  Yes.

MR, CARREL: Ckay. So you keep strict records on
that and you keep records of the software that's on those
machi nes and the software thus that needs to be on those

machi nes when they are returned?
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MR. KAPLAN: Yes, sir.

MR. CARREL: Okay.

But there is no process by anyone independently or
by the counties independently determ ning that the sane
machi ne that was | oaned out is the same machine that's been
returned and it's been returned the sanme way?

MR. KAPLAN: Well, serial nunbers are -- you know,
| nmean when --

MR, CARREL: But no one is checking the software?

MR. KAPLAN: Forns are filled out. They're in
duplicate, triplicate, et cetera. They go back to the
county. The county -- alnost every county has it's own
inventory control, stickers either put on machines, et
cetera, and there is a verification. Now sometines a unit
wi |l come because one of the -- it can not be repaired or
it's too expensive to --

MR, CARREL: Right.

MR, KAPLAN: And that unit would be repl aced.
Counties -- sonme of them-- are under maintenance for that
and we cover that cost for thembut then again that is
docunented if that serial nunber is changed and all that is
honestly very carefully tracked. The counties all have
i nventory on that as we do.

MR. CARREL: Right. And | believe they need it.

MR, KAPLAN:  Sure.
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MR, CARREL: |I'mjust trying to get a sense of if
there's, for instance, one has to be replaced and they sent
it by mstake, one that was programred for Texas el ections
instead of California elections and one piece of software
that's on there shouldn't be, for instance, on a hard
system We had to make sure they don't use a certain
version or a certain aspect of that systemand there's no
protection to make sure that no m stakes are nmade and ny
concern is in ternms of auditing it.

MR. KAPLAN: We would -- we agree with staff's
recommendati on that nmore stringent controls should be put in
pl ace on our end, on, you know, the agency end and the on
the county end. And we keep a record, but it is internal

MR. CARREL: Ckay.

MR, KAPLAN: | nean to us for our billings, et
cetera and | was actually just as a comment | just want to
say that the eight units that were back, we're tal king about
ei ght out of approximtely 18,000 that are currently
t hroughout the State of California.

MR. CARREL: Okay.

So that |leads ne to ny next question which is if
you're saying you're keeping strict record keepi ng, why were
there di screpanci es between the infornmation you provided to
our consultant on the software installed and optical scans

and touch screens -- | guess it was two -- a firmwvare of two
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touch screens and optical scan software. Howis it that

you, who installed the software or the firmvare, didn't know
what was on those machi nes?

MR, KAPLAN: Are we talking -- | haven't seen the
report.

MR. KAPLAN:  Okay.

MR. KAPLAN: Is it two units out of 4,000 or --
because that's what Al aneda said, that they had a unit that
did not have the sanme. And what the warehouse people told
us because we said, how could that happen. They said, well
we don't know. We did -- they thenselves did all the
upgrades, the vendor did not.

MR, CARREL: Ckay.

MR. KAPLAN: And so their answer to us because
honestly we were very shocked when that happened and we
didn't know

MR, CARREL: How many counties do you do the
upgrades for versus how many counties in California does the
county have personnel to do the upgrades? Do you have any
i dea?

MR, KAPLAN: This is just the seat of the pants.

MR. CARREL: Yeah.

MR. KAPLAN: Mdst of the large counties do their
own and sonme of smaller ones, for instance Trinity does

their own. | think the majority are done by the county.
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There are sone that we do. 1'd have to go down, you know,
the list to give you the specifics but the vast mpjority are
done by the county.

MR, CARREL: Ckay.

Let me ask about the rel ease notes.

We didn't get the release notes until |ate and so
we are going to have to have the technical consultant review
it and take some tine to do that.

I'"'m-- based on what the staff said and ny
under st andi ng based on how the nunbering occurs, that |eads
to the question that -- or the supposition that the 11818
series is a significant change than the 11717 series.

MR. KAPLAN: The biggest change in the 118 series
was the ability to handl e the new touch screen, the TSx.

That was the biggest change. But it also -- because we
can't obsolete any of our custoners, it also has to operate
the optical scan, it also has to be able to conduct

el ections in accordance with the rules of California.

MR. CARREL: Right.

MR. KAPLAN: But that's the biggest change to go
to the 18 series.

MR. CARREL: Ckay.

Let me ask you, you've heard fromthe audit
reporter -- or fromthe audit consultant, you' ve heard from

staff -- at |east part of her report. She has, | guess,
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some more to discuss. You've heard ny questions and | guess
my concerns. What are you doing to address the problens
t hat have been noticed here and that we've found here?

MR, KAPLAN: Well, we have put a request into
staff. W want to put all counties on the current 11818 --
we have requests in to Dawn and John and staff. W have
counties that are waiting very anxiously as staff is aware.
We read in the paper that was put out that the staff would
like to control that and we have -- we agree with that and
that's fine with us and we have asked that that happen

MR, CARREL: Right. But I'mtalking about your
i nternal processes. You have staff that installed software
that wasn't certified and so the notification issue exists.

MR. KAPLAN: Oh.

MR CARREL: Okay.

You have staff that install software that wasn't
qualified and so the question of -- | don't know the
qguestion of themtaking their own authority to do sonething
wi t hout --

MR. KAPLAN: Yes. Bob will address that.

MR. CARREL: How do you respond?

MR, URCSOVI CH. That's absolutely right. One of
the things that we have found out through the process as
well is that our internal processes on version control were

regi onal at best instead of uniforned across the country.
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VWhen we noved in the new world of touch screen
voting and software becanme nore of a bigger part of the
process, we were deficient because each of our certification
processes were set up at the State level and not the federa
and a look across it so we nmay have been doi ng things
different in California than we did in Utah, that we did in
Kansas, that we do in Ceorgia, we do in Mssouri. One of
the steps that we took was to formalize that process within
our corporate headquarters which are now all certification
all notifications, all enhancenents cone through one
authority within our organization and they are given ful
power to deal strictly with the State and are regi ona
contrary to sone of our past experiences. Qur regiona
network no longer is involved in certification or
i mpl enentati on of software wi thin our counties.

MR. CARREL: So your staff regionally is not
i nvol ved in certification anynore?

MR, UROSOVICH. As of the last few weeks they are
out of the picture, yes. And to go just one step further
we have -- and that's one of the requests that came from
McKinny to the office here was is to make sure that our
processes went through the State. W deal in many statew de
systens, two to be exact right now that -- where every
county is on our system And when rel eases are nmade in

those states, they are first given -- directed through the
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Secretary of State's office who then instructs either
ourselves or the county how to receive that update where we
don't go directly to the custoner ourselves.

MR, CARREL: Thank you.

MR. UROSOVI CH:  You're wel come.

MR. KYLE: Thank you, Mark.

Any ot her questions for --

MR. M LLER: Thank you, M. Chairman

I"'mnot sure this is even an appropriate question
-- is my own ignorance. |I'mgoing to talk a little bit
about source code and whether the change from 117, 118
i nvol ved a change in source code and whether -- well, start
t here.

MR. KAPLAN: Yes, it does.

MR. MLLER  Ckay.

Was the 118 -- the change filed with the escrow
conpany as it is ny understanding that would be required?

MR. UROSOVI CH: Yes. Qur records show that the
filing for the escrow which is an account that | believe
three states are involved in, California being one of them
those are always placed within the escrow account upon tinme
of certification.

MR, M LLER: Dawn, does the escrow conpany notify
us of the change -- nodification -- | just don't know. |I'm

j ust aski ng.
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MS. MEHLHAFF: It is a -- escrow conpany does
notify us. Sonetinmes it's not a very fast process but the
vendors always |ist someone and that name is changed,
sonetines it's John's name, sonmetines it's ny nanme, |'ve
even seen some with your nanme on it Tony from years ago.

MR, MLLER It would have to be years ago.

M5. MEHLHAFF: Yeah. So you're still a contact on
sone of them but they do -- when Diebold has John |isted as
the contact in this office, if they issue an upgrade then
they will notify us in witing.

MR MLLER  Okay.

And this was done with respect to the nove to 117,
11872

MR. URCSOVI CH: Yes, our records show that.

MR. M LLER:  Thank you.

MR. KYLE: Any other questions?

John? Do you have any?

MR. MOTT-SM TH:  No, sir

MR, KYLE: Qur IT director is gone.

Karen, did you have anything?

MS. DANI ELS- MEADE:  No.

MR, KYLE: Ckay.

Thank you, very nuch

We'll take a second just to --

So | think we have a couple nore stages here.
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It's now three o' clock. W've been neeting for alnpst two
hours so, Dawn, why don't you go ahead and go into your
recommendati ons then |I'mgoing to open it up to questions
and comments fromthe audience and |'mgoing to -- sone
peopl e took the very smart nmove of witing it down and
appreci ate that, those of you who did.

We'll try to nove through this fairly rapidly
wi t hout pushing people too nuch so that we can hear what
they have to say and take note of it.

But Dawn why don't you go ahead and --

MS. MEHLHAFF:  Ckay.

MR. KYLE: Try to keep it punchy.

MS. MEHLHAFF: In terms of recommendations related
to Diebold specifically. Staff recommends that the VSP
entertain a nmotion to require Diebold, since we know 11818
works and it's been tested at the federal and the State
level to require Diebold to fully absorb the cost and to
install the nost currently certified version of GEMS which
is 11818 and all of its California client counties and staff
woul d al so specify that that be done on a tine line that
woul d be worked out between this office and the individua
county to ensure that we don't inpact any of their upconing
election tinme lines but it is our understanding that that
stuff can be done within the next week on a relatively fast

basi s and not inpact any of the set up stuff for March
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Second point on Diebold. Since sone of the
request ed docunentati ons we nmenti oned was not received unti
Decenmber 11th, specifically the rel ease notes, staff and the
techni cal consultant still need additional tine to review
those docunentations and to cone up with a summary for you.
Therefore, staff recomrends that the VSP panel should
i ndicate that the review of the inventory of Diebold is not
fully conplete and that you will consider additional actions
at the future tinme.

In regards to voting systens as a whole, as |
menti oned we did go back and we | ooked at our process and
staff recomrends that given some of the weaknesses that were
uncovered in our current review within the 17 counties that
you should direct staff and an i ndependent consulting firm
to inventory the remaining 41 counties throughout the State
and to conplete that within a short tine frame, hopefully
within three nonths and that inventory would be crucial to
devel oping a baseline for future revi ews.

In terns of State procedures and how we do
busi ness here, we have several recomendations. | know they
are in front of you. | can touch on thembriefly.

The first one is to institute a bi-annual review
in which case you would direct staff to establish a program
in which we review all county voting systens on a bi-annua

basi s.
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To do random audit which would require staff to do
random audi ts of voting equi pment to deterni ne what
software, firmwvare and hardware is running at any given
tinme.

To do a voting systens accounting process. That's
basically tightening up our process here in ternms of from
start to finish what's com ng in, what's going out, what's
installed, what's in escrow and those types of things so
just to devel op nore stringent procedures and forns
applicable to this process.

The fourth one would be distribution of software
for installation. Staff recomrends that the panel instruct
staff to conme up with some procedures and gui delines that
will allow the Secretary of State to distribute software to
the counties for installation removing the vendor fromthat
process and we can work out the details in terms of what
that action |ooks |ike but to have this offer conme here
directly fromthe vendor with a review process between the
state and the ITAs to confirmfroma trusted source that
that software is what it's supposed to be and that the State
oversees the installation process at the |ocal |evel.

The pole worker training programis the fifth
recommendation and that's just to devel op a conponent to
enhance pole worker training conmponents on the operation of

voting systems and equi pnent and to prepare themin terns of
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| ooking for violations, |ooking for tanpering and vari ous
security provisions associated with that.

And the sixth one is to develop a technica
oversight commttee. This comittee would be conprised of
experts that woul d advise this panel and staff on issues
related to voting systens security. This committee would be
involved in primarily all aspects of the voting system
process including the review, review of the procedures,
testing and just overall review

The seventh and last itemis voting system
security funds and that is sonething that we would need to
| ook at closer in terms of with our |egal staff and just
procedural wi se but this would be a programin which voting
system vendors potentially would pay an annual fee to fund
the random audits and the bi-annual review and that's
sonmething that we need to just look at in terns of what that
-- you know, what the procedures are, forns, costs, those
types of things and that may be sonmething that we may want
to address after we have conpleted the rest of the audit
t hroughout the State.

MR. KYLE: Dawn, | understand these
recommendations are prelimnary and that in fact your --
considered that the internal review working with John and
other staff in other parts of the agency is still to be

conpl eted, that we're not fully at the point where we've
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anal yzed every aspect of our operations and found every hole
and | ooked in every dark corner for cobwebs to -- and we're
still in that process and nore reconmendations are -- would
be forth com ng.

MS. MEHLHAFF: Absolutely. And sone of these we
may get into it once, you know, if you direct staff to
forward and to try and flush these out a little bit that we
may determ ne that sonme of these overlap and that we can
maybe replace one with sonething el se but, yes, we are stil
reviewi ng our internal processes and trying to come up with
sonme additional reconmendations for tying up the process.

MR, KYLE: Okay.

Any conments or questions regarding the
recomendati ons?

MR, MOTT-SM TH: | have just one

MR, KYLE: John.

MR. MOTT-SM TH: The consultant indicated that a
recommendation that going forward basis that they -- the
audit inventory include a conponent to check for policies
and procedures so | think that the third recomendation
shoul d i ncorporate that recommendation and | think we al so
need to then address how we go back to the 17 and get a
conplete picture of this data on that |evel.

MR. KYLE: You nean the other --

MR. CARREL: O her 41.
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MR. KYLE: Right. There was 41.

MR MOTT-SMTH:  |'msorry.

MR KYLE: Right.

MR. KYLE: They al so recommended - -

MR, MOTT-SM TH: Going forward for the 41 and

goi ng back for the 17.

MR. KYLE: Right. Correct. For policies and
procedures but there was al so a recommendati on to have
better advance notice to the counties, not only just to be
courteous but to allow them for proper preparation and as
wel |l as providing a more detail ed questionnaire so that
there could be that proper preparation.

Am | rearticulating that correctly? So | would --
I think those are three good reconmendati ons as well

MR. MOTT-SM TH:  Ckay.

And | have one nore and that's -- it's a -- we're
tal ki ng about the possibility of the technical oversight
conmmittee at the State |level to advise the voting systens
panel . When we inplenented the voting accessibility
gui delines for the inplenentation of the federal |aw, we
made a requirenment that each county have an accessibility
committee that advised on issues of accessibility. So I'd
be interested in the pros and cons of a requirenent of the
| ocal group of people that also advises at the county |eve

on a voting system
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MR. KYLE: Any other questions fromthe panel ?

Okay. Before | ask the panel to nove forward on
this, I"'mgoing to ask themfor their opinions but | would
like to open the floor to coments and questions to us
regarding this presentation and I'd |ike to just call the
fol ks who have given us their cards and if Ki m Al exander
woul d cone up |I'd appreciate that.

MR, CARREL: And M. Chair, can | just ask, given
the tine that we've spent that you |limt conment to a three-
mnute -- or two nminutes or sonething so that we're not kept
here all day.

MR. KYLE: Okay.

Why don't we --

MR, CARREL: | know there's a nunber of people who
are asking to speak.

MR. KYLE: And we do have a nunber of people. |
don't know if they're all still germane, but if so then we
do want to get to them so why don't we say three ninutes.

MR, CARREL: Can you tinme that -- would you staff
time it, M. Chair

MR, KYLE: Mchael, is that something --

MS. ALEXANDER: Good afternoon. Kim Al exander
with the California Voter Foundation.

This audit that you have undertaken is tied to the

guestion of whether the TSx machine will be certified and
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I"'mnot sure if you want to hear conments about that at this
monment or if that process is going to be put over until the
full report is issued by your consultants so I'Il put that
guestion out there. |In the neantine |'ve got sonme comments
about what was just reported.

First of all, | have studied your voting system
procedures for approving and certifying California Voting
Systens and there are two that | want to bring to your
attention. One is 1401 which says that there are
mai nt enance logs that are required. It says each el ection
jurisdiction and voting supplies vendor which has purchased
voting systems equi pnment shall keep a detailed | og of
mai nt enance performance and testing procedures for each
pi ece of such equipnent in its inventory and it even goes on
to explain what the format of the naintenance | ogs should
be. So here is a case where you actually do have sonet hi ng
already articulated in your procedures that say that any
equi pnent that goes out for nmintenance, sent to MKinny or
wherever needs to be kept in a log of that transaction
happeni ng by the election jurisdiction

Furthernore, | want to call your attention to
Article 15, section 1502, Certificate of Biennia
I nspection. The voting system procedures already require
bi ennial testing. It says a biennial test of electronic or

comput erized voting equi pment shall be conducted on each
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pi ece of equi pment under the jurisdiction of any el ections
of ficial or vendor of election services and it goes on to
explain that there needs to be a certificate of biennia
i nspection and it's required by El ections Code 19220. So
while |I'mencouraged to hear the recommendati ons that have
come forward, sone of them are new, many of themare old and
are things that should have been done and haven't been done
and it's a sign of the weakness of our current certification
procedures that we have these policies that are very
detail ed and specific about what's required to be conducted
-- to be perforned when conducting -- installing voting
systems and we're not followi ng themso nmy concern is that
we can come up with new policies but what is going to give
California voters the confidence that they need to know t hat
all those policies will be dutifully followed. M questions
about the TSx certification relate to whether or not the
procedures have been followed. | have requested fromthe
Secretary of State's office and nade a Public Records Act
request recently as sonme of you know to receive copies of
the several docunents relating to the TSx certification and
in particular --

MS. MEHLHAFF:  Tine.
MR. KYLE: Go ahead.
MS. ALEXANDER: Thank you.

And in particular I aminterested to know whet her
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the Secretary of State has received from NASED or any ot her
federal authority that has the ability to give a stanp of
approval or a qualified nunber that the TSx machi ne, the
har dware and the software has passed federal testing. W
heard staff reports and fromthe vendor at the | ast VSP
neeting that the TSx machi ne has been conpletely tested to
federal voting system standards for 2002. However, [|'ve
heard from ot her vendors that it is not possible for any
vendor to have anything in witing from NASED or any ot her
federal authority stating that soneone has been certified --
I"msorry -- qualified to neet the federal standards as of
2002. So | made a request in witing for anything that you
had in witing that said that and | have not received that
and | think it would be irresponsible for the Secretary of
State's office to certify especially in |light of everything
that we've just heard today to certify a new machine for use
that has not -- that you do not have sonething in your
possession that clearly states that the software -- and
we' re tal king about 118.18 and the hardware, the new TSx
nodel has passed the federal 2002 voting systens standards
as the vendor stated at the |ast neeting.

There are 14,000 units --
MR, KYLE: Kim | let you finish that |ast one
over tine.

M5. ALEXANDER: Well, when we --
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MR, KYLE: Good point --

MS. ALEXANDER: When the TSx comes up, when you
have that discussion | would like to address you agai n about
the TSx in particular.

MR, CARREL: If | may respond.

I had a discussion with staff earlier, Kim Asked
if docunents were avail able that docunented this. They said
that if they didn't have them they were | ooking for them
they woul d get copies and so we'll nake sure that you get
them as soon as we get themif we don't have themyet. But
that staff has -- does have docunentation with regard to the
| TA report; aml correct? That these are all certified and
we just can't release the ITA report. |t has proprietary
information so we're trying to --

MS. ALEXANDER: The |ITAs don't certify. The |ITAs,
t hey nmake recommendations but it's up to NASED and now t he
FEC to say, yes, this has passed federal testing.

MR, CARREL: W're going to get the docunentation
you're seeking and | believe it exists or else we wouldn't
have even begun the certification process. So we w |l make
sure you have it as soon as --

MS. ALEXANDER: You don't begin certification
until you get the I TA reports and you have those. But the
| TA reports are not what you need to have the federa

qualified nunbers so that's what |'m | ooking for
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CARREL: Fine.

ALEXANDER: Is that froman official --

CARREL: We'Il continue this discussion and --

» » ®» 3

ALEXANDER: Thank you.

CARREL: -- work with our staff to make sure

2

you get what you're requesting.

Thank you.

MR. MLLER | have a question

MS. ALEXANDER: Yes.

MR. M LLER: Kim you nmentioned 19220. That's the
review every two years by the counties or the cities using
the --

MS. ALEXANDER: Yes.

MR. M LLER: -- the equipnent.

Dawn, was it your recomendation that the
Secretary of State nmake the review or locally make -- |
wasn't clear.

MS. MEHLHAFF: That's sonething that we will work
out throughout this process but it could potentially be
bot h.

MR. M LLER  Oh, okay.

MS. MEHLHAFF: These are recommendati ons we have
not --

MR. MLLER Right. | understand that. 19220

just relates to the county review --
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MS. MEHLHAFF: 1t's by the appropriate election
official so | assune that could be either State or county
el ection officials.

MR, MLLER: | see. Yeah. Thank you.

MS. MEHLHAFF: Thank you.

MR. KYLE: Thank you.

Is Dennis Paull here?

MR, PAULL: Good evening. Thank you for having me
address you. M nane is Dennis Paull and |'m representing
t he Common Wheel Institute, a think tank in Menlo Park.

I have distributed a four-page letter and | will
just try to summuarize key points that are on that.

Hopefully you all have copies of it. | left themwth
Breanna thi s norning.

MR. KYLE: OCkay. We'Ill make sure they get them

MR. PAULL: Okay.

I have seven points here that | wanted to bring up
and in particular these are procedural matters. | know that
intime for the '04 elections | know we're not going to be
able to get hardware changes so | think in order to overcomne
sone of the weaknesses of the existing hardware, we need
sonme procedural changes and |I've |isted seven.

First is that the election results that cone from
each precinct need to be made public as soon as possible and

in hopefully the nunbers that come directly fromthe
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machi nes in the precincts before they're connected to any
ot her election system before they go on line in any sense
so that they are as much as possible the real hardware, raw
data. They need to be posted at the precinct level which is
required by the Code but is not carried out by the counties
in every case. And further, they should be posted by the
county in a format simlar to the statenment of vote that
will come out after all the special cases have been handl ed.

Second, that no voting machi ne should be on line
between the L&A testing and the close of the poles. So the
L&A testing typically is a week or so before the pol es and
we want to make sure that none of those machines -- there's
any opportunity for nodifications that take place during
that period of tine.

Third item This is very inportant. This has to
do with the manual recount. The manual recount is supposed
to be a random choi ce of precincts, one percent plus
additional precincts so that all districts are covered by at
| east one. It's critical that the choice of the precinct,
the selection of the precinct numbers take place after the
poles close. |If there is random choice of precincts that is
done beforehand, it essentially negates the whol e concept of
t he random choi ce because they're no | onger random The
i ndi vi dual precincts could be nodified if it's known in

advance so it's critical. And furthernore, | think the
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sel ection process of which precincts are chosen should be
done in a public manner, hopefully with the representatives
of the candi dates --

MS. MEHLHAFF:  Ti ne.

MR, PAULL: | have a couple of other points but
they're in the letter and I hope you can address them all

MR. KYLE: Thank you very nuch. And we'll mnake
sure that letter is distributed to panel nenbers and entered
into the record as well as distributed to the Secretary.

Debor ah Hench.

Wel come and pl ease conme on up

M5. HENCH: |' m Deborah Hench, San Joaqui n County
regi strar of voters.

| initially wanted to answer the questions you had
about the inventory system and how we handle it because al
of the counties since we've gotten -- and we're still in the
process of setting up our touch screen -- have realized that
we need to get nore detailed information in our inventory
systenms and therefore with all are either inplenmenting new
i nventory systens or upgrading. We're inplenenting a new
one and this will track by serial nunber every unit that we
have and it will track every tine we service it, where it's
| ocated and when it's send to the polling place, when it's
returned fromthe polling place and that way we can at any

given time work up a report, know when it's been serviced,
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know when it's been sent out, whether it's in denonstration
whet her it's been sent back to the company for maintenance
or whatever.

Now all of us are in that process of no one has
initially tried to not have those reports but a | ot of the
ti mes when you get new equi prment in you don't have the
i nventory systemset up the way you want it to until you' ve
already sent it out one tine and you realize you need nore
dat a.

Now t he ot her gentlemen he asked for severa
things that at this point | should tell you how it operates
wi th touch screen voting and optical scan voting, doesn't
matter which one you do. W don't have the ability to post
a statenent of vote at the polling place el ection night.
Now we do have sunmary results for that precinct that cones
back with the nmenory parts and it doesn't matter which one
it is. It doesn't matter if it's touch screen or if it's
optical scan. It all has sone kind of nenory card that is
transported either to a central |ocation or receiving
center.

We then -- we have that piece of paper for that
particular unit, for that precinct that we use in the
canvass. \When we run our audits we put our statenent of
vote fromelection night which we do assenble, you know,

once we report. It's our unofficial statement of vote and
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in the canvass we print and we never select the precinct
until after close of poles. W want to verify. W have a
cl ose race and any particular precinct or area we nmake sure
we pick those precincts that we need to nmanual ly hand count.
And |'m sure that nost of the county registrars do the sane
thing. It helps elimnate any chance of having to do a
recount of the whole district.

We then audit by | ooking at the printout, using
t he manual because the printout of the sunmary report has to
mat ch what the rosters of people signing in along with the
nunber of --

MS. MEHLHAFF: Ti ne.

MS. HENCH. -- votes cast and those are already
procedure set up.

MR. KYLE: You want to wap up, Ms. Hench

M5. HENCH: Well, | just want you to know that the
Secretary of State should know that every county registrar
in this State has procedures in place. W do not -- you
know, we're out there on the line. W neet the voters and
we're there to assure that they do count and we put in way
too many hours to disrupt an el ection.

Thank you.

MR, CARREL: Can | ask a question?

MR. KYLE: Al right. Go ahead.

MR. CARREL: | am not questioning the county
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clerk's ability to manage elections. As the secretary said
earlier, | think he comended the clerks in the State. |
guess ny concern is that the procedures aren't as -- that
every county is setting up different procedures and | don't
know whet her there should be standardization, particularly
there are procedures fromeach vendor and we're not -- we
don't have the information so -- so we need, | guess,
greater communi cation with the counties, greater
conmuni cation with the vendors and then the vendors and
counties are talking and so | think that gives us a better
sense and clearly there are some counties that are further
advanced on the procedures than other counties and usually
the ones with the nore advanced equi pnent have to be but |
don't know if that's the case and | think we need to do
further exam nation there.

MS. HENCH: |'m not saying that, you know, we
shoul d not | ook at any one --

MR. CARREL: Um hum

MS. HENCH. -- or all of us. [|'mjust saying that
what you'll find there are |ot nore procedures in place than
the perception is.

MR. CARREL: | see.

Thank you.

MR. KYLE: Thank you very nuch

Greg from San Rafael. | can not make out the |ast
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nane.

MR. DI NGER: Good afternoon

My nane is Greg Dinger. | ama registered voter
in Marin County. Three points.

I was asked by the Secretary of State's office
earlier, a nonth or so ago, concerning nmy personal know edge
of the use of cell phones to transmt the results of scanned
ballots in nmy precinct and | personally w tnessed use of
that tel ephone -- the tel ephone that was to be used and
have a friend who was a pol e worker who personally witnessed
the use of that telephone. | was told that the use of cel
phone to transmit results was not certified and | was
curious as to the disposition of that.

MR, KYLE: M. Dinger --

MR DI NGER:  Yes.

MR. KYLE: Are your coments going to address the
Di ebol d i ssue that --

MR. DINGER: Well, this was Diebold --

MR. KYLE: Because just for the record, we
received that. | renmenber seeing your comruni cati ons on
that and I think it was forwarded to our fraud investigation
unit or the election division but |I could follow up on that.

MR. DINGER: M second statenent would concern the
testinony today that mnor version bunps would typically

represent mnor bug fixes, spelling errors. | amone of the
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many people on the internet who have had the opportunity to
read Ken Clark and several oath Diebold staff e-mails and
there is a particular e-mail in there where Ken C ark
indicates that there is a database upgrade that was
necessitated by changes requested by the State of California
and that with the short time frame before the election he
recogni zed that even though this version -- this
nodi fication would require major version bunp and
recertification that he'd never get that through so in his
words, if -- what are rules for if you can't bend them once
in a while and he did indicate in this e-mail that he was
going to install what should have been a major software

version bunp, a major recertification as a bug fix. So the

testimony of that spelling error could be -- | chall enge
that. | challenge that. 1've been a programer for 30
years. | can easily see the way that this stuff just slips

t hrough so as you're checking, what's the difference between
1717 and 1718 or 1818. | inplore you, |ook at the code.
Look at the source. See what's different. Don't just
beli eve them because the e-mails bear witness to the fact
that these people --

MR, WAGAMAN:  Ti ne.

MR, DINGER: The third point |I'd nmake is that Bev
Harris of Black Box Voting had a mejor press conference in

Seattle today and the information that she rel eased was of
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grave circunstances.

MR. KYLE: Thank you very nuch. W' |l take a | ook
at that and your comments are duly noted.

W were aware of that last point and we're waiting
to get information on that.

Joseph Hol der.

MR. HOLDER: Good afternoon

Before | start anything | do want to say | really
appreci ate Secretary of State Kevin Shelley com ng down here
and enphasi zi ng how nuch i nportance he gives to this whole
issue and | very nuch appreciate the questions that |'ve
seen today and heard today and the response and so on

| am and | know many ot her people are also very
pl eased with what's going on right now. That we really need
to shine the light of day on this whole issue and that too
much of this has been going on too far in the past w thout
havi ng as nmuch i nput or scrutiny as it should have.

| did want to thank Secretary of State Kevin
Shel ley for his recent actions and including the requirenent
for a voter to be able to verify their choices by a printed
record and that printed record be available for the required
mail audit and also in case of the recount and that |
consider that a very foundational -- to any public
confidence in electronic voting.

I was going to talk on the TSx today but in
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relationship to the TS system because at the last nmeeting it
was pointed out that TSx was just a m nor nodification of
the TS systemand so it's very important that, you know, the
TS system be | ooked at nore carefully. \What |'ve heard
today, | think that the staff nowis going to be | ooking at
that very much nore carefully now and |I'm 1l ooking forward to
the full report.

One thing that did come out in the last nonth, in
fact on Novenber 21st was the Ohio report by Conpuware that
was alluded to earlier and | was very glad to hear that
brought up by Bob Kibrick

"Il just really that quickly, a area regarding

t hat .

MR. KYLE: W have your letter

Thank you very much. So anything you miss we've
got it and we'll put it in the record.

MR, HOLDER: Ckay.

And | would also agree that -- with Greg, what |
heard today is | read also that nenp and that al so was al so
forwarded to the Secretary of State's office, that same neno
tal ki ng about that.

The other that's not in here was that other fax
that | did send in where it was tal king about the -- a
Di ebol d technician being able to access the GEMS server in

Al aneda County through his laptop fromthe precinct. | find
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that very troubling. And this whole area of GEMS or the
tabul ati ng software as being able to be altered and | would
not want to see any further --

MR, WAGAMAN:  Ti ne.

MR, HOLDER: -- use of GEMS without addressing
that high risk security issue

MR KYLE: Duly noted.

MR, HOLDER: Thank you.

MR, KYLE: Thank you very nmuch.

Robert Ki bri ck.

MR. KIBRICK: | also have sone formal remarks but
in the interest of time if I could submt those --

MR, KYLE: Great. Thank you.

MR, KIBRICK: -- 1'Il just try and --
My nane is Robert Kibrick. I'ma registered voter
from Santa Cruz, California. | also serve as the Director

of Scientific Conputing for the University of California
observatory, Lick Observatory. | amhere as a private
i ndi vidual and the views | present here do not reflect those
of ny enployer or any other group that |'m associated with.
I'd like to second M. Holder's comrents and to
express my appreciation to Secretary of State Shelley both
for his appearance here today and for the actions that he
announced in November requiring a voter verified paper audit

trail. And these are all covered in detail in my witten
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comment s.

What | heard here today | find truly appalling as
a California voter that we seemto have a situation where we
have had very wi de scal e depl oynent of machines in advance
of adequate procedures at the State and county level to
track versions and provide any sort of neaningful version
control or in cases where there may have been procedures,
those were neither followed nor enforced. And | think this
in addition to nmany of the other security concerns that have
been raised in the Johns Hopkins, the SAIC and nore recently
the Ohio report have really shaken the confidence of voters
in the integrity of these machines and in the integrity of
the overall election process.

I find it particularly troubling that in each of
these cases where you had a research study that reveal ed
maj or deficiencies in the design, major vulnerabilities in
the security of these systens that these were all nmachines
that had been passed through the independent testing
authority, that had been certified by the federa
government, certified by the State governnent and despite
all of that certification effort these machi nes went through
wi th nunmerous problens that were identified as serious.

That to ne does not inspire confidence in these machi nes or
the procedures or nethods by which they are certified and

clearly adopting stricter procedures and standards are
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recommended both in the Ad Hoc Touch Screen Task Force
Report and as requested by Secretary Shelley is |ong
overdue.

In the neantinme | am wondering why we are
continuing to conduct our upconing el ections on such
machi nes. The State of Ohio has conme to the concl usion that
they' re going to defer the deploynent and use of these
machi nes until these problens are corrected. So why doesn't
California do this? Wy do we not tenporarily suspend the
use of such vul nerabl e equi pnent until such tinme as the
vendors have denonstrated and the State has verified and
verified in an open and public way that these deficiencies
noted in these various research reports have been corrected.
Why does not California undertake it's own security audit of
t hese machi nes? Wy do we continue to put our votes and the
integrity of our electoral process --

MR, WAGAMAN:  Ti ne.

MR. KIBRICK: -- at risk

Okay. Thank you.

MR. KYLE: Thank you M. Kibrick

And make sure our transcriber doesn't wal k away
with the only copy of that so we can --

MR, KIBRICK: | have sone other copies here.

MR. KYLE: Great. That way we can nmeke copies.

And while we're dealing with that, Jim March,
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believe you're --

MR. MARCH: Thank you very much. 1'Il| be brief
and have on topic.

First of all, I'mvery concerned about reports of
t he versi on nunbers changes being so-called mnor throughout
version 1.17, 17 up through 23 and then into the 18 series.

| have down -- you can go to ny web site, you can
downl oad copies of GEMS 1.1715, 11723 and 11817. These are
a good selection of the various versions out there. Each
one conmes with a bug tracking Iist which describes the
changes between all the version nunbers, not just their own
and they agree with each other up through their own
versions. |In other words, the bug list for 11723 and 11817
mat ch perfectly up through 11723. The nonent | get hone
"Il be glad to e-mail you these and you can see just how
ext ensi ve the changes are between the various versions.
We're not just tal king about spelling changes here, no way.

Al so, the sizes of the various packages are way
off. These things grew in size in sone cases by negabytes
so there are significant changes to the program code. |
don't have the source code for these, I've only got definite
and known good executables but there are big difference.

Anot her thing you should be aware of, 118.14 was
in use in Al aneda County on COctober 28th, 2002. Now that's

significantly before anybody was tal king nuch about the TSx
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box and if they were already up to 11814 then | find it very
hard to believe that 118 series was devel oped for the TSx.
That just doesn't nmake sense unless there were a huge nunber
of version changes between 118.0 and 11814. Sonething's
wrong there folks. Look, the shear nunmber of corporate
ethics failures that Diebold has recorded as being invol ved
inis now so extrene that you've got to vote them off the
island. It's tine to conpletely decertify Diebold and if
you don't there's no credibility left in this board, in this
departnment. The | atest scandal fromjust a few days ago is
one of the internal nenps was quoted in Maryland. One of
t hese guys said, here it is and I'lIl leave this with you,

Di ebol d e-mmi| discusses price gouging in Maryland and the
term "make them pay up the yin-yang" is used by a Diebold
enpl oyee referring to how the State should pay for a voter
verified paper trail in order to discourage the use of voter
verified paper trails. For crying out |oud guys.

"Il leave you with one nore thought. You're
finally starting to realize that there are ethics violations
on Diebold s part. |It's hard to escape that with the recent
report just rel eased.

MVEHLHAFF:  Ti ne.
MARCH: Thirty seconds, if | could.

KYLE: Fi ft een.

5 ® 3 b

MARCH.  Okay.
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MR. KYLE: [It's a deal

MR. MARCH: You need to rethink that whole issue
of Wndows CE and here's why, Diebold defrauded the federa
i ndependent testing authority, Wl e Labs, and convinced them
that Wndows CE was conmercial off the shelf software when
it is not; okay? They have rel eased thousands of |ines of
custom code that has never been certified. They defrauded
the certification process.

MR, KYLE: Thank you. Duly noted. W appreciate

Okay. | want to nmove into the next steps here to
try and wap this up

We have a recommendation before us fromthe staff
and there were a couple of other suggests by John Mtt-Smth
to incorporate the recomendati ons of R&G in ternms of
conmuni cations with the county both in a tinely fashion and
nore detailed fashion as well as to | ook at policy and
procedure both on a proactive and a retroactive basis for
the 17 counties that are being -- am| rearticulating that
properly?

MR MOTT-SM TH: Perfectly.

MR, KYLE: So | think at this point intine it's
appropriate to entertain a notion from panel nenbers to go
forward. | know we have not only recomendati on but the

i ssue of the certification in front of us so soneone like to
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make a recomendati on?
MS. DANI ELS- MEADE: | nove adoption of the
recomendati ons from staff.
MR. KYLE: Ckay.
Do | hear second?
CARREL: Second.

KYLE: Okay.

> 3 3

CARREL: No tinme for discussion?

MR, KYLE: Sone discussion anmpbng panel nenbers?
There's been a | ot of discussion already.

Okay. So let nme rearticulate what | believe is
the notion. That we and --

Let me al so seek a point of clarification. Right
now the recommendation is that Diebold should be required to
install the nost current version of GEMS software, one point
one ei ghteen point eighteen, in all the California client
counties and a time |ine established between the counties
and the Secretary of State's office to absorb those costs.

Two, that considering that we received data in a
not timely fashion at the very end of |ast week we're
therefore reviewing it that additional tine is needed for
that review and an analysis comng out of that so it seens
like we're not quite -- we don't have a final version of
t hat .

Third, that we go forward and audit the other 41
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counties with the recomendati ons added on regardi ng R&G and
comuni cations with the counties and policy and procedure
and then the seven procedures generated from | ooking at the
deficiencies of our operations at the SOS, the biennia
revi ew maki ng those real random audits, voting system
accounting process, nmaking those real. The centralization
of distribution of software for installation, pole worker
training, technical oversight commttee which overlaps with
recommendati ons and a directive which already conmes out of
the Touch Screen Task Force mandate and a voting system
security fund, |ooking into that.

Sone of these obviously could be inplenented
i medi ately, others would need to wait.

Now | want to just dwell on the second part of the
first section. It seens to me if we're still trying to
anal yze the data that there could be nore -- and a nunmber of
peopl e commented on this as to the significance of the
various versions and whether it's significant or
i nsignificant and without actually looking at that and
analyzing it it's hard to say at this point in tine so it
seens here we're going to need to reconvene to discuss that;
does that seem --

MR. M LLER: Yes. Absolutely.

MR. KYLE: Yeah? GCkay. All right.

So we're not quite there in terms of the ful
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i mplications of what -- what exists. Having said that it
woul d be my recommendation to the notion naker that we
continue the conditional certification and do not lift the
condition pending the result of that finished analysis and
review and as the Secretary nentioned whether any types of
sanctions and how severe they m ght be as a consequence of
that review and certainly | earning what we | earned today
with regards to how wi despread the installation of
uncertified and unofficial software is, | agree with you,
Marc, the concern is greater now than it was a nonth ago.

So if that's acceptable as a friendly anendnent --

MS. DANI ELS- MEADE: Absol utely.

MR. KYLE: Any other comments?

MR. CARREL: | have a few

Did you expect anything |ess?

First of all, on the 41 counties going forward
with the audits on the 41 counties | would suggest that we
i mpl enent or at |east docunent the software as it's known by
those counties inmediately so that no installation occurs
ei ther inadvertently or intentionally before our auditors go
and determ ne what software is on there so | would Iike
informati on provided to all the counties telling themthat
not hi ng shoul d be installed w thout our know edge and that
we would like to find out what versions of software they're

using at this point. That can be confirmed by the auditors
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but I think there's a formsend out that was requesting
information. | think we should do that and put the vendors
on notice and counties on notice that per the Election Code
notification has to occur when anything is certified and
that we're going to do audits to nake sure that any upgrades
are consistent with certified software, hardware and
firmvare.

| agree that further review needs to occur. First
of all let nme just say | started this a nonth ago when
said there was disconcerting information. | am disgusted
really where we are right now and |I think that we have to do
a much nore conprehensive review not only the information
that came in the release notes -- and |I'I|l share, |'ve got
si ngl e-spaced, every line on alnpst six and a half pages so
there's a lot of information here to review and to
understand and with regard to, you know, whether it's the
change of a nane or not, clearly it's nore than that. But
whet her each change here, you know, enabled the return
control to the invoking wi ndow -- | don't know what that
means and | don't know that we're going to have a full sense
of that until our technical consultant reviews it and
think we need that report back from our technica
consul tant.

I was struck based on my conversations or

guestioning of the representatives from Di ebold today that
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they -- you know, they just acknow edged it. They said, you
know, we did it. You know, the Secretary spoke about the
integrity of the election process. |Individuals spoke about
the integrity of the election process. Wen | heard about
the federally -- or the non-federally qualified software
being installed and that it exists on three counties in the
State, including the |argest county in the State, | really
felt that the vendor may not understand that we run the
elections in this State and | think that that's sonething
that we have to convey not only to them but to every vendor
and to every county. W set the standards for certification
and we set the standards for the technology that's used and
that's our role. And ignoring that role is serious. And
I"'mfrustrated -- |I'Il say this to the other nmenbers, |'m
frustrated that we're not going further today. | don't know

what further nmeans. The Secretary nentioned decertification

proceedings. | agree with him | don't know that we want
to go there. It has tremendous inpact not only on the
vendor but on counties that have -- that are relying on a

system for an up comng election and I don't think -- |

don't know what we can do or what we have to do and | think
that that needs to be explored. There certainly needs to be
sonmet hing done to this vendor fromthis panel fromthis
agency. We're acknow edgi ng the m stakes that we've nade.

We're trying to correct themwith these staff
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recommendati ons to nake sure that our side of this process
and our oversight of certification and our oversight of the
technology is as tight as it can be from our perspective.

We have to nake sure that vendors understand that we run the
certification process in the State and that they have to
foll ow those rules and then to find out that they didn't
even file federal qualification procedures. Really, it does
di sgust nme that they would go and install it and say -- and
we never installed another version w thout acknow edgi ng
they shouldn't have installed it to begin with. They
shoul dn't have installed 1720 to begin with because it
wasn't even | ooked at by the federal government or the
federal independent testing authorities. The vendors don't
run elections in this State and they're not student counci
el ections we're tal king about. We're electing governors,
we're electing presidents and | think we have to ensure the
integrity of the votes that are counted and so | really
think we need to go further and | think that needs to be
di scussed at the next neeting.

| reconmend that we come back 30 days from now.
There's other itens that we should notice, particularly the
recommendati ons and procedures regarding the voter verified
paper trail pursuant to the request nade by the Secretary
for us to adopt or recomrend procedures. | think that

shoul d be noticed and so | think that the cl osest date we
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can choose is the 14th of January. | would recomend that
we conme back the 14th of January to hear this and to find
out nore.

I would like us to investigate sone of the points
that were brought up by some of the people in public
comment, particularly the accessing of the Al ameda server by
Di ebol d enpl oyee and | don't know how we can do that but |
thi nk that should be exam ned and any of these other
docunents. Now sone of them may not be valid but they may
be valid and I think they have to be exanmined in this
context of whether this vendor, other vendors are doing
things on their own without -- w thout response to State |aw
or federal requirenents.

You know, the president of Diebold today
acknow edged they were negligent. | think we have to
examne this and determ ne whether they did it know ngly and
there may be docunents out there that would determ ne this
and, you know, if it comes to forwarding this information to
the Attorney General's office or to a DA's office, it may
come to that. |1'mnot above doing that. |'m not above
recommending it and clearly part of that is going to cone
out of what we determine and so | would ask that we hold --
keep an open m nd on any recommendations for next nonth
beyond these reconmendati ons today.

MR. KYLE: | think that's appropriate. | also
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think that along those lines we could direct staff to
ascertain what appropriate consequential actions mght --

m ght derive from whatever we deternmine and what -- within
our authority.

So we're going to add January 14th? | think
that's a good reconmendati on. That gives us a tinme certain
and considering the holidays, you think that's --

MS. MEHLHAFF: Staff would ask that you give us
I eniency within a day or two because we have to prepare the
agenda and we do have sone other itens we need to add to it.
So not to say we can't do it the 14th but by the tine staff
gets it to you for your approval we may have to | ook at the
15th --

MR, KYLE: OCkay. Well we're --

MR, CARREL: There's calendaring issues with the
15th and 16th but | think we should talk --

MR KYLE: We'Ill schedule it for the m d-January

and we'll direct you to do the m d-January.
But there's still a nmotion on the floor. |It's
been seconded. 1'd like to call the question unless there's

no comrents from the panel nmenbers?

MR, MLLER Well, M. Chairman, | think -- |
woul d I'ike to have a response fromDiebold with respect to
installing 11818. | nean, any comment with respect to that?

| nean, that's one of the recommendati ons.
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MR. KAPLAN: \What's the question? |'msorry.
MR. KYLE: One of the suggestions and rather one

of the recommendations we're about to vote on is that

Di ebold installed 118118 -- | nmean 11818 and absorb the
costs in those counties. |If |I'mnot m staken that's
sonmething -- that coincides with sonething that you -- you

fol ks al ready said.

MR, KAPLAN. Right. W have made that
recommendation. Counties need to be laying out their
bal | ots.

MR, KYLE: Um hum

MR. KAPLAN:. They're going to the printers here in
literally 10, 12 days.

MR, KYLE: Right.

MR. MLLER: And you woul d absorb the cost of
installation?

MR, KAPLAN: Ch, yeah.

MR. MLLER Fine. That's all | need
M . Chairman.

MR. KYLE: Okay.

Any ot her comments? Questions? Carification?

Al right. 1'd like to call the question.

Al'l in favor of the notion?

Al'l those opposed?

Any abstentions?
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The ayes have it.

So we have a meeting on the 14th, a foll ow up on
this report and we'll engage in comuni cati ons on a go-
forward basis with the 41 remaining counties. The 17 we'l
| ook at retroactively in terms of policies and procedures.
We'll immediately notify the counties --

MR. CARREL: And so the installation of 11818 will
occur as soon as possible so that those counties can begin
the |l ayout and the auditing of the other 41 would begin
i medi ately so that we can get a sense of what's installed
currently; correct?

MR KYLE: Correct.

MR, CARREL: Ckay.

I know this is not on the agenda, but the
Secretary did send a letter to you M. Chair and with regard
to the -- his adoption of the directive regarding voter
verified paper trail and the -- his directive that we adopt
-- we exanine a whole |ist of items such a paper trail and
we create procedures pursuant to that letter and to his
directive and the Touch Screen Task Force Report. |
guess -- suggest that we place this in the record and then
on the 14th with notice we place the review of procedures
that are created by then as an item on the agenda.

MR. KYLE: Okay. | think that's a good idea. W

could al so neke that available -- it's already avail able on
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the web; is it not?

MR. CARREL: Correct. |It's available on the
Secretary's web site but I would just include it so that
there's notice about what's coming up, that we will be
dealing with the next --

MR. KYLE: Can you identify it for our transcriber

so we can --
MR, CARREL: | can give himthis copy.
MR, KYLE: -- put it in the record appropriately?
MR. CARREL: Ckay.

MR. KYLE: And then we'll also make a link to it
fromthe VSP web site to that.

MR, CARREL: Great. Thank you.

THE REPORTER: Do you want to identify that as an
exhi bit?

MR. KYLE: We'll call it the Novenber 21st letter
to Mark Kyle and Marc Carrel directed from Secretary of
St ate Kevin Shell ey.

MR. KYLE: Ckay.

The neeting is adjourned. Thank you very nuch.
Appr eci ate everyone com ng.

(Whereupon at 3:55 p.m the neeting was
adj our ned.)

-000-
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CERT! FI CATE OF REPORTER

I, ALAN MEADE, do hereby certify that | ama
di sinterested person herein; that | recorded the foregoing
hearing on a tape recorder; that thereafter the tape
recording was transcribed into typewiting.

| further certify that | am not of counsel or
attorney for any of the parties to said hearing, or in any
way interested in the outcone of said hearing.

IN WTNESS WHEREOF, | have hereunto set ny hand

this 27th day of Decenber, 2003.
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